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Summary

CVE CVE-2017-16927

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-23 06:29:00 UTC

Updated 2023-11-07 02:40:00 UTC

Description The scp_v0s_accept function in sesman/libscp/libscp_v0.c in the session manager in xrdp through 0.9.4 uses an untrusted integer as a write length, which allows local users to cause a denial of service (buffer overflow and application crash) or possibly have unspecified other impact via a crafted input stream.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Application Neutrinolabs Xrdp All All All All

References

Reference Source Link

Google Groups CONFIRM groups.google.com

sesman: scpv0, accept variable length data fields by speidy · Pull Request #958 · neutrinolabs/xrdp · GitHub CONFIRM github.com

Google Groups groups.google.com

[SECURITY] [DLA 1203-1] xrdp security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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