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Summary

CVE CVE-2017-16932

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-23 21:29:00 UTC

Updated 2023-11-07 02:40:00 UTC

Description parser.c in libxml2 before 2.9.5 does not prevent infinite recursion in parameter entities.

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xmlsoft Libxml2 All All All All

References

Reference

[SECURITY] [DLA 1194-1] libxml2 security update

[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8

[SECURITY] [DLA 2972-1] libxml2 security update

Pony Mail!

Detect infinite recursion in parameter entities · GNOME/libxml2@899a5d9 · GitHub

USN-3739-1: libxml2 vulnerabilities | Ubuntu security notices

ClamAV® blog: ClamAV 0.100.1 has been released!

Releases

Pony Mail!

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8

Access Denied

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2017-16932/mitre
https://cve.report/CVE-2017-16932/nist
https://cve.report/CVE-2017-16932/cve_org
https://cve.report/CVE-2017-16932.pdf
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
https://lists.debian.org/debian-lts-announce/2017/11/msg00041.html
https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131c2795223f61cb8c6a450893651e4%2540%253Cissues.bookkeeper.apache.org%253E
https://lists.debian.org/debian-lts-announce/2022/04/msg00004.html
https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b@%253Cissues.bookkeeper.apache.org%253E
https://github.com/GNOME/libxml2/commit/899a5d9f0ed13b8e32449a08a361e0de127dd961
https://usn.ubuntu.com/3739-1/
https://blog.clamav.net/2018/07/clamav-01001-has-been-released.html
http://xmlsoft.org/news.html
https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131c2795223f61cb8c6a450893651e4@%253Cissues.bookkeeper.apache.org%253E
https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b%2540%253Cissues.bookkeeper.apache.org%253E
https://bugzilla.gnome.org/show_bug.cgi?id=759579
https://www.cve.org/CVERecord?id=CVE-2017-16932
https://nvd.nist.gov/vuln/detail/CVE-2017-16932


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

179176 Debian Security Update for libxml2 (DLA 2972-1)

500092 Alpine Linux Security Update for clamav

503817 Alpine Linux Security Update for clamav

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)

752169 SUSE Enterprise Linux Security Update for libxml2 (SUSE-SU-2022:1833-1)

http://cve.report/qid/179176
http://cve.report/qid/500092
http://cve.report/qid/503817
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