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CVE CVE-2017-16953
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-12-01 17:29:00 UTC
Updated 2017-12-28 02:29:00 UTC
Description connoppp.cgi on ZTE ZXDSL 831ClI devices does not require HTTP Basic Authentication, which allows remote attackers tc

1|

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Language

All

All

All

All

Type Vendor Product Version

Hardware Zte Zxdsl 831cii -

Hardware Zte Zxdsl 831cii -

Operating System Zte Zxdsl 831cii Firmware -

Operating System Zte Zxdsl 831cii Firmware -
References

Reference Source

ZTE ZXDSL 831 Unauthorized Configuration Access Bypass ~ Packet Storm MISC

Security Bulletin Details CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

Update Edition
All All
All All
All All
All All
Link

ZTE ZXDSL 831ClI - Improper Access Restrictions - Hardware webapps Exploit EXPLOIT-DB

packetstormsecurity.com
www.exploit-db.com
support.zte.com.cn
www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Tags
Exploit, Third P

Third Party Adv

canonical

canonical, anal
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https://cve.report/
https://cve.report/CVE-2017-16953/mitre
https://cve.report/CVE-2017-16953/nist
https://cve.report/CVE-2017-16953/cve_org
https://cve.report/api/cve/CVE-2017-16953.json
https://cve.report/CVE-2017-16953.pdf
http://cve.report/vendor/zte
http://cve.report/software/zte/zxdsl_831cii
http://cve.report/vendor/zte
http://cve.report/software/zte/zxdsl_831cii
http://cve.report/vendor/zte
http://cve.report/software/zte/zxdsl_831cii_firmware
http://cve.report/vendor/zte
http://cve.report/software/zte/zxdsl_831cii_firmware
http://packetstormsecurity.com/files/145121/ZTE-ZXDSL-831-Unauthorized-Configuration-Access-Bypass.html
https://www.exploit-db.com/exploits/43188/
http://support.zte.com.cn/support/news/LoopholeInfoDetail.aspx?newsId=1008762
https://www.cve.org/CVERecord?id=CVE-2017-16953
https://nvd.nist.gov/vuln/detail/CVE-2017-16953
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