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CVE CVE-2017-16958
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-27 10:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description TP-Link TL-WVR, TL-WAR, TL-ER, and TL-R devices allow remote authenticated users to execute arbitrary commands via

/ |

1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Tp-link Tl-er3210g - All All All
Hardware Tp-link Tl-er3210g - All All All
Operating System Tp-link Tl-er3210g Firmware - All All All
Operating System Tp-link Tl-er3210g Firmware - All All All
Hardware Tp-link Tl-er3220g - All All All
Hardware Tp-link Tl-er3220g - All All All
Operating System Tp-link Tl-er3220g Firmware - All All All
Operating System Tp-link Tl-er3220g Firmware - All All All
Hardware Tp-link Tl-er5110g - All All All
Hardware Tp-link Tl-er5110g - All All All
Operating System Tp-link Tl-er5110g Firmware - All All All
Operating System Tp-link Tl-er5110g Firmware - All All All
Hardware Tp-link Tl-er5120g - All All All
Hardware Tp-link Tl-er5120g - All All All
Operating System Tp-link Tl-er5120g Firmware - All All All
Operating System Tp-link Tl-er5120g Firmware - All All All
Hardware Tp-link Tl-er5510q - All All All
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Operating System Tp-link Tl-wvrd50! Firmware - All All All
Operating System Tp-link Tl-wvr450! Firmware - All All All
Operating System Tp-link Tl-wvrd50 Firmware - All All All
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Reference Source L
Wireless-Router-Vulnerability/ TplinkBridgeAuthenticatedRCE.txt at master - coincoin7/Wireless-Router-Vulnerability - GitHub ~ MISC g
CVE Program record CVE.ORG w
NVD vulnerability detail NVD n
1

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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