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Summary

CVE CVE-2017-17087

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-01 08:29:00 UTC

Updated 2022-02-20 05:58:00 UTC

Description fileio.c in Vim prior to 8.0.1263 sets the group ownership of a .swp file to the editor's primary group (which may be different from the group ownership of the original file), which allows local users to obtain sensitive information by leveraging an applicable group membership, as demonstrated by /etc/shadow owned by root:shadow mode 0640, but /etc/.shadow.swp owned by root:users mode 0640, a different vulnerability than CVE-2017-1000382.

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Vim Vim All All All All

Application Vim Vim All All All All

References

Reference Source Link Tags

oss-security - Re: Re: Security risk of server side text editing ... MISC openwall.com Mailing List

patch 8.0.1263: others can read the swap file if a user is careless · vim/vim@5a73e0c · GitHub MISC github.com Patch

Google Groups MISC groups.google.com Mailing List

[SECURITY] [DLA 1871-1] vim security update MLIST lists.debian.org

[SECURITY] [DLA 2876-1] vim security update MLIST lists.debian.org

USN-4582-1: Vim vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

CLD-166 Details MISC security.cucumberlinux.com Issue Tracking, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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178990 Debian Security Update for vim (DLA 2876-1)

198571 Ubuntu Security Notification for Vim Vulnerabilities (USN-5147-1)

752246 SUSE Enterprise Linux Security Update for vim (SUSE-SU-2022:2102-1)

753066 SUSE Enterprise Linux Security Update for vim (SUSE-SU-2022:4619-1)
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