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essamvncrrnumsucsay — Gertain versions of Pr115-204-p-rs from Zivif contain the following
: vulnerability:

Zivif PR115-204-P-RS V2.3.4.2103 web cameras contain a hard-coded
cat1029 password for the root user. The SONIX operating system's
setup renders this password unchangeable and it can be used to
access the device via a TELNET session.

CVE-2017-17107 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 10-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Zivif PR115-204-P-RS 2.3.4.2103 Bypass / Command D [Ea MISC

Injection / Hardcoded Password = Packet Storm packetstormsecurity.com/files/145386/Zivif-PR115-
204-P-RS-2.3.4.2103-Bypass-Command-Injection-
Hardcoded-Password.html
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Full Disclosure: Three exploits for Zivif Web Cameras (may — [ETIEH

impact others)

Silas Cutler na Twitterze: "Fun note. #LaCaja from

Third Party Advisory

@Hackerstrip is my disclosure for CVE-2017-17105, CVE-
2017-17106, and CVE-2017-17107."

I3 FULLDISC 20171212 Three exploits for Zivif

Web Cameras (may impact others)

MISC

twitter.com/silascutler/status/938052460328968192

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= = Zivif Pr115-204-p-rs - All All All
Hardware &= = Zivif Pr115-204-p-rs - All All All
Operating Zivif Pr115-204-p-rs Firmware 2.3.4.2103 All All All
System
Operating Zivif Pr115-204-p-rs Firmware 2.3.4.2103 All All All
System

cpe:2.3:h:zivif:pr115-204-p-rs:-:* "

cpe:2.3:h:zivif:pr115-204-p-rs:-:* ™

cpe:2.3:0:zivif:pr115-204-p-rs_firmware:2.3.4.2103: """

cpe:2.3:0:zivif:pr115-204-p-rs_firmware:2.3.4.2103:*:**:* "

No vendor comments have been submitted for this CVE
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CVE.report and Source URL Uptime Status status.cve.report


http://seclists.org/fulldisclosure/2017/Dec/42
https://nitter.domain.glass/silascutler/status/938052460328968192
mailto:%20comment@cve.report
https://device.report/zivif/pr115-204-p-rs
http://cve.report/vendor/zivif
http://cve.report/software/zivif/pr115-204-p-rs
https://device.report/zivif/pr115-204-p-rs
http://cve.report/vendor/zivif
http://cve.report/software/zivif/pr115-204-p-rs
http://cve.report/vendor/zivif
http://cve.report/software/zivif/pr115-204-p-rs_firmware
http://cve.report/vendor/zivif
http://cve.report/software/zivif/pr115-204-p-rs_firmware
https://cve.report/CVE-2017-17106
https://cve.report/CVE-2017-17108
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2017-17107
	CVSS3 Score: 9.8 - CRITICAL
	CVSS2 Score: 10 - HIGH
	CVE References
	Known Affected Configurations (CPE V2.3)



