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Summary

CVE CVE-2017-17142

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-05 19:29:00 UTC

Updated 2018-03-27 20:40:00 UTC

Description SIP module in Huawei DP300 V500R002C00; V500R002C00SPC100; V500R002C00SPC200; V500R002C00SPC300; V500R002C00SPC400; V500R002C00SPC500; V500R002C00SPC600; V500R002C00SPC800; V500R002C00SPC900; V500R002C00SPCa00; RP200 V500R002C00SPC200; V600R006C00; V600R006C00SPC200; RSE6500 V500R002C00SPC100; V500R002C00SPC200; V500R002C00SPC300; V500R002C00SPC300T; V500R002C00SPC500; V500R002C00SPC600; V500R002C00SPC700; V500R002C00T; TE30 V100R001C10; V100R001C10SPC100; V100R001C10SPC200B010; V100R001C10SPC300; V100R001C10SPC500; V100R001C10SPC600; V100R001C10SPC700B010; V100R001C10SPC800; V500R002C00SPC200; V500R002C00SPC500; V500R002C00SPC600; V500R002C00SPC700; V500R002C00SPC900; V500R002C00SPCb00; V600R006C00; TE40 V500R002C00SPC600; V500R002C00SPC700; V500R002C00SPC900; V500R002C00SPCb00; V600R006C00; V600R006C00SPC200; TE50 V500R002C00SPC600; V500R002C00SPC700; V500R002C00SPCb00; V600R006C00; V600R006C00SPC200; TE60 V100R001C01SPC100; V100R001C01SPC107TB010; V100R001C10; V100R001C10SPC300; V100R001C10SPC400; V100R001C10SPC500; V100R001C10SPC600; V100R001C10SPC700; V100R001C10SPC800; V100R001C10SPC900; V500R002C00; V500R002C00SPC100; V500R002C00SPC200; V500R002C00SPC300; V500R002C00SPC600; V500R002C00SPC700; V500R002C00SPC800; V500R002C00SPC900; V500R002C00SPCa00; V500R002C00SPCb00; V500R002C00SPCd00; V600R006C00; V600R006C00SPC100; V600R006C00SPC200; V600R006C00SPC300; TP3106 V100R002C00; V100R002C00SPC200; V100R002C00SPC400; V100R002C00SPC600; V100R002C00SPC700; V100R002C00SPC800; TP3206 V100R002C00; V100R002C00SPC200; V100R002C00SPC400; V100R002C00SPC600; V100R002C00SPC700; V100R002C10; ViewPoint 9030 V100R011C02SPC100; V100R011C03B012SP15; V100R011C03B012SP16; V100R011C03B015SP03; V100R011C03LGWL01SPC100; V100R011C03SPC100; V100R011C03SPC200; V100R011C03SPC300; V100R011C03SPC400; V100R011C03SPC500; eSpace U1960 V200R003C30SPC200; eSpace U1981 V100R001C20SPC700; V200R003C20SPCa00 has an overflow vulnerability that attacker can exploit by sending a specially crafted SIP message leading to a process reboot at random.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Dp300 - All All All

Hardware Huawei Dp300 - All All All

Operating System Huawei Dp300 Firmware v500r002c00 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc100 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc200 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc300 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc400 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc500 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc600 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc800 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc900 All All All

Operating System Huawei Dp300 Firmware v500r002c00spca00 All All All

Operating System Huawei Dp300 Firmware v500r002c00 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc100 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc200 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc300 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc400 All All All
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Operating System Huawei Dp300 Firmware v500r002c00spc400 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc500 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc600 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc800 All All All

Operating System Huawei Dp300 Firmware v500r002c00spc900 All All All

Operating System Huawei Dp300 Firmware v500r002c00spca00 All All All

Hardware Huawei Espace U1960 - All All All

Hardware Huawei Espace U1960 - All All All

Operating System Huawei Espace U1960 Firmware v200r003c30spc200 All All All

Operating System Huawei Espace U1960 Firmware v200r003c30spc200 All All All

Hardware Huawei Espace U1981 - All All All

Hardware Huawei Espace U1981 - All All All

Operating System Huawei Espace U1981 Firmware v100r001c20spc700 All All All

Operating System Huawei Espace U1981 Firmware v200r003c20spca00 All All All

Operating System Huawei Espace U1981 Firmware v100r001c20spc700 All All All

Operating System Huawei Espace U1981 Firmware v200r003c20spca00 All All All

Hardware Huawei Rp200 - All All All

Hardware Huawei Rp200 - All All All

Operating System Huawei Rp200 Firmware v500r002c00spc200 All All All

Operating System Huawei Rp200 Firmware v600r006c00 All All All

Operating System Huawei Rp200 Firmware v600r006c00spc200 All All All

Operating System Huawei Rp200 Firmware v500r002c00spc200 All All All

Operating System Huawei Rp200 Firmware v600r006c00 All All All

Operating System Huawei Rp200 Firmware v600r006c00spc200 All All All

Hardware Huawei Rse6500 - All All All

Hardware Huawei Rse6500 - All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc100 All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc200 All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc300 All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc300t All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc500 All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc600 All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc700 All All All

Operating System Huawei Rse6500 Firmware v500r002c00t All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc100 All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc200 All All All
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Operating System Huawei Rse6500 Firmware v500r002c00spc300 All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc300t All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc500 All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc600 All All All

Operating System Huawei Rse6500 Firmware v500r002c00spc700 All All All

Operating System Huawei Rse6500 Firmware v500r002c00t All All All

Hardware Huawei Te30 - All All All

Hardware Huawei Te30 - All All All

Operating System Huawei Te30 Firmware v100r001c10 All All All

Operating System Huawei Te30 Firmware v100r001c10spc100 All All All

Operating System Huawei Te30 Firmware v100r001c10spc200b010 All All All

Operating System Huawei Te30 Firmware v100r001c10spc300 All All All

Operating System Huawei Te30 Firmware v100r001c10spc500 All All All

Operating System Huawei Te30 Firmware v100r001c10spc600 All All All

Operating System Huawei Te30 Firmware v100r001c10spc700b010 All All All

Operating System Huawei Te30 Firmware v100r001c10spc800 All All All

Operating System Huawei Te30 Firmware v500r002c00spc200 All All All

Operating System Huawei Te30 Firmware v500r002c00spc500 All All All

Operating System Huawei Te30 Firmware v500r002c00spc600 All All All

Operating System Huawei Te30 Firmware v500r002c00spc700 All All All

Operating System Huawei Te30 Firmware v500r002c00spc900 All All All

Operating System Huawei Te30 Firmware v500r002c00spcb00 All All All

Operating System Huawei Te30 Firmware v600r006c00 All All All

Operating System Huawei Te30 Firmware v100r001c10 All All All

Operating System Huawei Te30 Firmware v100r001c10spc100 All All All

Operating System Huawei Te30 Firmware v100r001c10spc200b010 All All All

Operating System Huawei Te30 Firmware v100r001c10spc300 All All All

Operating System Huawei Te30 Firmware v100r001c10spc500 All All All

Operating System Huawei Te30 Firmware v100r001c10spc600 All All All

Operating System Huawei Te30 Firmware v100r001c10spc700b010 All All All

Operating System Huawei Te30 Firmware v100r001c10spc800 All All All

Operating System Huawei Te30 Firmware v500r002c00spc200 All All All

Operating System Huawei Te30 Firmware v500r002c00spc500 All All All

Operating System Huawei Te30 Firmware v500r002c00spc600 All All All

Operating System Huawei Te30 Firmware v500r002c00spc700 All All All

Operating System Huawei Te30 Firmware v500r002c00spc900 All All All
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Operating System Huawei Te30 Firmware v500r002c00spc900 All All All

Operating System Huawei Te30 Firmware v500r002c00spcb00 All All All

Operating System Huawei Te30 Firmware v600r006c00 All All All

Hardware Huawei Te40 - All All All

Hardware Huawei Te40 - All All All

Operating System Huawei Te40 Firmware v500r002c00spc600 All All All

Operating System Huawei Te40 Firmware v500r002c00spc700 All All All

Operating System Huawei Te40 Firmware v500r002c00spc900 All All All

Operating System Huawei Te40 Firmware v500r002c00spcb00 All All All

Operating System Huawei Te40 Firmware v600r006c00 All All All

Operating System Huawei Te40 Firmware v600r006c00spc200 All All All

Operating System Huawei Te40 Firmware v500r002c00spc600 All All All

Operating System Huawei Te40 Firmware v500r002c00spc700 All All All

Operating System Huawei Te40 Firmware v500r002c00spc900 All All All

Operating System Huawei Te40 Firmware v500r002c00spcb00 All All All

Operating System Huawei Te40 Firmware v600r006c00 All All All

Operating System Huawei Te40 Firmware v600r006c00spc200 All All All

Hardware Huawei Te50 - All All All

Hardware Huawei Te50 - All All All

Operating System Huawei Te50 Firmware v500r002c00spc600 All All All

Operating System Huawei Te50 Firmware v500r002c00spc700 All All All

Operating System Huawei Te50 Firmware v500r002c00spcb00 All All All

Operating System Huawei Te50 Firmware v600r006c00 All All All

Operating System Huawei Te50 Firmware v600r006c00spc200 All All All

Operating System Huawei Te50 Firmware v500r002c00spc600 All All All

Operating System Huawei Te50 Firmware v500r002c00spc700 All All All

Operating System Huawei Te50 Firmware v500r002c00spcb00 All All All

Operating System Huawei Te50 Firmware v600r006c00 All All All

Operating System Huawei Te50 Firmware v600r006c00spc200 All All All

Hardware Huawei Te60 - All All All

Hardware Huawei Te60 - All All All

Operating System Huawei Te60 Firmware v100r001c01spc100 All All All

Operating System Huawei Te60 Firmware v100r001c01spc107tb010 All All All

Operating System Huawei Te60 Firmware v100r001c10 All All All

Operating System Huawei Te60 Firmware v100r001c10spc300 All All All

Operating System Huawei Te60 Firmware v100r001c10spc400 All All All
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Operating System Huawei Te60 Firmware v100r001c10spc500 All All All

Operating System Huawei Te60 Firmware v100r001c10spc600 All All All

Operating System Huawei Te60 Firmware v100r001c10spc700 All All All

Operating System Huawei Te60 Firmware v100r001c10spc800 All All All

Operating System Huawei Te60 Firmware v100r001c10spc900 All All All

Operating System Huawei Te60 Firmware v500r002c00 All All All

Operating System Huawei Te60 Firmware v500r002c00spc100 All All All

Operating System Huawei Te60 Firmware v500r002c00spc200 All All All

Operating System Huawei Te60 Firmware v500r002c00spc300 All All All

Operating System Huawei Te60 Firmware v500r002c00spc600 All All All

Operating System Huawei Te60 Firmware v500r002c00spc700 All All All

Operating System Huawei Te60 Firmware v500r002c00spc800 All All All

Operating System Huawei Te60 Firmware v500r002c00spc900 All All All

Operating System Huawei Te60 Firmware v500r002c00spca00 All All All

Operating System Huawei Te60 Firmware v500r002c00spcb00 All All All

Operating System Huawei Te60 Firmware v500r002c00spcd00 All All All

Operating System Huawei Te60 Firmware v600r006c00 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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