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Summary

CVE CVE-2017-17158

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-24 14:29:00 UTC

Updated 2018-06-26 18:36:00 UTC

Description Some Huawei smart phones with the versions before Berlin-L21HNC185B381; the versions before Prague-AL00AC00B223; the versions before Prague-AL00BC00B223; the versions before Prague-AL00CC00B223; the versions before Prague-L31C432B208; the versions before Prague-TL00AC01B223; the versions before Prague-TL00AC01B223 have an information exposure vulnerability. When the user's smart phone connects to the malicious device for charging, an unauthenticated attacker may activate some specific function by sending some specially crafted messages. Due to insufficient input validation of the messages, successful exploit may cause information exposure.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Berlin-l21hn - All All All

Hardware Huawei Berlin-l21hn - All All All

Operating System Huawei Berlin-l21hn Firmware All All All All

Operating System Huawei Berlin-l21hn Firmware All All All All

Hardware Huawei Prague-al00a - All All All

Hardware Huawei Prague-al00a - All All All

Operating System Huawei Prague-al00a Firmware All All All All

Operating System Huawei Prague-al00a Firmware All All All All

Hardware Huawei Prague-al00b - All All All

Hardware Huawei Prague-al00b - All All All

Operating System Huawei Prague-al00b Firmware All All All All

Operating System Huawei Prague-al00b Firmware All All All All

Hardware Huawei Prague-al00c - All All All

Hardware Huawei Prague-al00c - All All All

Operating System Huawei Prague-al00c Firmware All All All All

Operating System Huawei Prague-al00c Firmware All All All All

Hardware Huawei Prague-l31 - All All All
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Hardware Huawei Prague-l31 - All All All

Hardware Huawei Prague-l31 - All All All

Operating System Huawei Prague-l31 Firmware All All All All

Operating System Huawei Prague-l31 Firmware All All All All

Hardware Huawei Prague-tl00a - All All All

Hardware Huawei Prague-tl00a - All All All

Operating System Huawei Prague-tl00a Firmware All All All All

Operating System Huawei Prague-tl00a Firmware All All All All

Hardware Huawei Prague-tl10a - All All All

Hardware Huawei Prague-tl10a - All All All

Operating System Huawei Prague-tl10a Firmware All All All All

Operating System Huawei Prague-tl10a Firmware All All All All

References

Reference Source Link Tags

Security Advisory - Information Exposure Vulnerability in Some Smart Phones CONFIRM www.huawei.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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