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Summary

CVE CVE-2017-17201

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-15 16:29:00 UTC

Updated 2018-03-14 18:06:00 UTC

Description Some huawei smartphones with software BTV-DL09C233B350, Berlin-L21HNC432B360, Berlin-L22HNC636B360, Berlin-L24HNC567B360, Berlin-L21C10B130, Berlin-L21C185B132, Berlin-L21C464B130, Berlin-L22C346B140, Berlin-L22C636B160, Berlin-L23C605B131, Berlin-L23DOMC109B160, MHA-AL00AC00B125 have a DoS vulnerability. Due to insufficient input validation, an attacker could trick a user to execute a malicious application, which could be exploited by attacker to launch DoS attacks.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Berlin-emui5.0 - All All All

Hardware Huawei Berlin-emui5.0 - All All All

Operating System Huawei Berlin-emui5.0 Firmware berlin-l21hnc432b360 All All All

Operating System Huawei Berlin-emui5.0 Firmware berlin-l22hnc636b360 All All All

Operating System Huawei Berlin-emui5.0 Firmware berlin-l24hnc567b360 All All All

Operating System Huawei Berlin-emui5.0 Firmware berlin-l21hnc432b360 All All All

Operating System Huawei Berlin-emui5.0 Firmware berlin-l22hnc636b360 All All All

Operating System Huawei Berlin-emui5.0 Firmware berlin-l24hnc567b360 All All All

Hardware Huawei Berlin-l21 - All All All

Hardware Huawei Berlin-l21 - All All All

Operating System Huawei Berlin-l21 Firmware berlin-l21c10b130 All All All

Operating System Huawei Berlin-l21 Firmware berlin-l21c185b132 All All All

Operating System Huawei Berlin-l21 Firmware berlin-l21c464b130 All All All

Operating System Huawei Berlin-l21 Firmware berlin-l21c10b130 All All All

Operating System Huawei Berlin-l21 Firmware berlin-l21c185b132 All All All

Operating System Huawei Berlin-l21 Firmware berlin-l21c464b130 All All All

Hardware Huawei Berlin-l22 - All All All
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Hardware Huawei Berlin-l22 - All All All

Hardware Huawei Berlin-l22 - All All All

Operating System Huawei Berlin-l22 Firmware berlin-l22c346b140 All All All

Operating System Huawei Berlin-l22 Firmware berlin-l22c636b160 All All All

Operating System Huawei Berlin-l22 Firmware berlin-l22c346b140 All All All

Operating System Huawei Berlin-l22 Firmware berlin-l22c636b160 All All All

Hardware Huawei Berlin-l23 - All All All

Hardware Huawei Berlin-l23 - All All All

Operating System Huawei Berlin-l23 Firmware berlin-l23c605b131 All All All

Operating System Huawei Berlin-l23 Firmware berlin-l23domc109b160 All All All

Operating System Huawei Berlin-l23 Firmware berlin-l23c605b131 All All All

Operating System Huawei Berlin-l23 Firmware berlin-l23domc109b160 All All All

Hardware Huawei Btv-emui5.0 - All All All

Hardware Huawei Btv-emui5.0 - All All All

Operating System Huawei Btv-emui5.0 Firmware btv-dl09c233b350 All All All

Operating System Huawei Btv-emui5.0 Firmware btv-dl09c233b350 All All All

Hardware Huawei Mha-al00a - All All All

Hardware Huawei Mha-al00a - All All All

Operating System Huawei Mha-al00a Firmware mha-al00ac00b125 All All All

Operating System Huawei Mha-al00a Firmware mha-al00ac00b125 All All All

References

Reference Source Link Tags

Security Advisory - DoS Vulnerability in Some Huawei Products CONFIRM www.huawei.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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