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Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssaomnacLrrnuvsucninas  Gertain versions of Ar120-s from Huawei contain the foIIowing
: vulnerability:

Huawei AR120-S V200R005C32, V200R006C10, V200R007CO00,
V200R008C20, V200R008C30, AR1200 V200R005C32,
V200R006C10, V200R007C00, V200R007C01, V200R007C02,
V200R008C20, V200R008C30, AR1200-S V200R005C32,
V200R006C10, V200R007C00, V200R008C20, V200R008C30, AR150
V200R005C32, V200R006C10, V200R007C00, V200R007C01, V200R007C02,
V200R008C20, V200R008C30, AR150-S V200R005C32, V200R007C00, V200R008C20,
V200R008C30, AR160 V200R005C32, V200R006C10, V200R007C00, V200R007CO01,
V200R007C02, V200R008C20, V200R008C30, AR200 V200R005C32, V200R006C10,
V200R007C00, V200R007C01, V200R008C20, V200R008C30, AR200-S V200R005C32,
V200R006C10, V200R007C00, V200R008C20, V200R008C30,AR2200 V200R006C10,
V200R007C00, V200R007C01, V200R007C02, V200R008C20, V200R008C30, AR2200-S
V200R005C32, V200R006C10, V200R007C00, V200R008C20, V200R008C30, AR3200
V200R005C32, V200R006C10, V200R006C11, V200R007C00, V200R007CO01,
V200R007C02, V200R008C00, V200R008C10, V200R008C20, V200R008C30, AR3600
V200R006C10, V200R007C00, V200R007C01, V200R008C20, AR510 V200R005C32,
V200R006C10, V200R007C00, V200R008C20, V200R008C30, NetEngine16EX
V200R005C32, V200R006C10, V200R007C00, V200R008C20, V200R008C30, SRG1300
V200R005C32, V200R006C10, V200R007C00, V200R007C02, V200R008C20,
V200R008C30, SRG2300 V200R005C32, V200R006C10, V200R007C00, V200R007C02,
V200R008C20, V200R008C30, SRG3300 V200R005C32, V200R006C10, V200R007C00,
V200R008C20, V200R008C30 have an out-of-bound read vulnerability in some Huawei
products. Due to insufficient input validation, a remote, unauthenticated attacker may send
crafted signature to the affected products. Successful exploit may cause buffer overflow,
services abnormal.

CVE-2017-17287 has been assigned by $ psirt@huawei.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: -gl;é Huawei Technologies Co., Ltd. - AR120-S,AR1200,AR1200-S,AR150,AR150-S,AR160,AR200,AR200-
S,AR2200,AR2200-S,AR3200,AR3600,AR510,NetEngine16EX,SRG1300,SRG2300,SRG3300 version AR120-S V200R005C32,
V200R006C10, V200R007C00, V200R008C20, V200R008C30,AR1200 V200R005C32, V200R006C10, V200R007CO00,
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V200R007C01, V200R007C02, V200R008C20, V200R008C30,AR1200-S V200R005C32, V200R006C10, V200R007C00,
V200R008C20, V200R008C30,AR150 V200R005C32, V200R006C10, V200R007C00, V200R007C01, V200R007C02, V200R008C20,
V200R008C30,AR150-S V200R005C32, V200R007C00, V200R008C20, V200R008C30,AR160 V200R005C32, V200R006C10,
V200R007C00, V200R007C01, V200R007C02, V200R008C20, V200R008C30,AR200 V200R005C32, V200R006C10, V200R007C00,
V200R007C01, V200R008C20, V200R008C30,AR200-S V200R005C32, V200R006C10, V200R007C00, V200R008C20,
V200R008C30,AR2200 V200R006C10, V200R007C00, V200R007C01, V200R007C02, V200R008C20, V200R008C30,AR2200-S
V200R005C32, V200R006C10, V200R007C00, V200R008C20, V200R008C30,AR3200 V200R005C32, V200R006C10,
V200R006C11, V200R007C00, V200R007C01, V200R007C02, V200R008C00, V200R008C10, V200R008C20,
V200R008C30,AR3600 V200R006C10, V200R007C00, V200R007C01, V200R008C20,AR510 V200R005C32, V200R006C10,
V200R007C00, V200R008C20, V200R008C30,NetEngine16EX V200R005C32, V200R006C10, V200R007C00, V200R008C20,
V200R008C30,SRG1300 V200R005C32, V200R006C10, V200R007C00, V200R007C02, V200R008C20, V200R008C30,SRG2300
V200R005C32, V200R006C10, V200R007C00, V200R007C02, V200R008C20, V200R008C30,SRG3300 V200R005C32,
V200R006C10, V200R007C00, V200R008C20, V200R008C30

CVSS3 Score: [SSEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Security Advisory - Two Buffer Overflow Vulnerabilities i, CONFIRM www.huawei.com/en/psirt/security-
in Some Huawei Products advisories/huawei-sa-20180207-01-encryption-en

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware &= = Huawei Ar120-s - All All All

Hardware = > Huawei Ar120-s - All All All
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akLk LKLk LK LK LK,

cpe:2.3:0:huawei:ar1200-s_firmware:v200r006¢10:*:*: " *:*:

akLk LKLk LK LK LK,

cpe:2.3:0:huawei:ar1200-s_firmware:v200r007c00:*:*:*:*:*:*:*:

AkLk kKK LKLk,

cpe:2.3:0:huawei:ar1200-s_firmware:v200r008¢c20:*:*:*:*:*:*:*:

Ak kKK kLK LK,

cpe:2.3:0:huawei:ar1200-s_firmware:v200r008¢c30:*:*:*:*:*:*:*:

ARk kK kKK,

cpe:2.3:0:huawei:ar1200-s_firmware:v200r005¢32:*:*:*:*:*:*:*:

akLk kKK LKLk,

cpe:2.3:0:huawei:ar1200-s_firmware:v200r006¢10:*:*: " :*:*:

akLk kKKK Lk,

cpe:2.3:0:huawei:ar1200-s_firmware:v200r007c00:*:*:*:*:*:*:*:

akk kKKK Lk,

cpe:2.3:0:huawei:ar1200-s_firmware:v200r008¢c20:*:*:*:*:*:*:*:

Ak kK kKKK,

cpe:2.3:0:huawei:ar1200-s_firmware:v200r008¢c30:*:*:*:*:*:*:*:

KLk kKK kK,

cpe:2.3:0:huawei:ar1200_firmware:v200r007c01 :*:*: "

ARk ak kKKK,

cpe:2.3:0:huawei:ar1200_firmware:v200r007c02:*:*:*:*:*:*:*:

ARk ak kKKK,

cpe:2.3:0:huawei:ar1200_firmware:v200r008c20:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:huawei:ar1200_firmware:v200r008c30:*:*:**:*:*:*:

Kk kKK kK,

cpe:2.3:0:huawei:ar1200_firmware:v200r005¢32:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:huawei:ar1200_firmware:v200r006¢1 0:* % *:*:

Kk koK kKK,

cpe:2.3:0:huawei:ar1200_firmware:v200r007c00:*:*:**:*:*:*:

Kk koK kR k.

cpe:2.3:0:huawei:ar1200_firmware:v200r007c02:*:*:*:**:*:*:

Kk koK Kok k.

cpe:2.3:0:huawei:ar1200_firmware:v200r008c20:*:*:*:*:*:*:*:



dkkak ok akakuk.

cpe:2.3:0:huawei:ar150-s_firmware:v200r008c20:*:*:*:*:*:*:*:

dkukak ok akakk.

cpe:2.3:0:huawei:ar150-s_firmware:v200r008c30:*:*:*:*:*:*:*:

dkk Lk okakakk.

cpe:2.3:0:huawei:ar150-s_firmware:v200r008c30:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:0:huawei:ar150_firmware:v200r005¢32:*:*:*:*:*:*:*:

dk Kk kR akak.

cpe:2.3:0:huawei:ar150_firmware:v200r007c02:*:*:*:*:*:*:*:

Sk Lk ak kR ukuk.

cpe:2.3:0:huawei:ar150_firmware:v200r008c20:*:*:*:*:*:*:*:

LRk kR ok akak.

cpe:2.3:0:huawei:ar150_firmware:v200r008¢30:*:*:*:*:*:*:*:

LRk Lk ak ok akak.

cpe:2.3:0:huawei:ar150_firmware:v200r005¢32:*:*:*:*:*:*:*:

LRk ak kR ok ak.

cpe:2.3:0:huawei:ar150_firmware:v200r007¢00:*:*:*:*:*:*:*:

Lk kR kR akak.

cpe:2.3:0:huawei:ar150_firmware:v200r007¢01:*:*:*:**:*:*:

dk kR kR ok ak.

cpe:2.3:0:huawei:ar150_firmware:v200r007¢02:*:*:*:*:*:*:*:

dk Kk kR ok ak,

cpe:2.3:0:huawei:ar150_firmware:v200r008¢20:*:*:*:*:*:*:*:

kKoK kKKK,

cpe:2.3:h:huawei:ar160:-:*:* "

kKoK ok kKK,

cpe:2.3:h:huawei:ar160:-: """



dkukakukakakak.

cpe:2.3:0:huawei:ar160_firmware:v200r008c30:™:*:*:*:*:*:*:

dkkakkkakak.

cpe:2.3:0:huawei:ar160_firmware:v200r005¢32:*:*:*:*:*:*:*:

dkkakukakakak.

cpe:2.3:0:huawei:ar160_firmware:v200r006¢10:*:"::*:*:*:*:

dkakakk ok akak.

cpe:2.3:0:huawei:ar160_firmware:v200r008c20:*:*:*:*:*:*:*:

Lk Rk kR ukk.

cpe:2.3:0:huawei:ar160_firmware:v200r008c30:*:*:*:*:*:*:*:

ek kK ok ok k.

cpe:2.3:h:huawei:ar200-s:-:*:*** "

dkak kR kR k.

cpe:2.3:0:huawei:ar200-s_firmware:v200r005¢32:*:*:*:*:*:*:*:

dkak kR akakak,

cpe:2.3:0:huawei:ar200-s_firmware:v200r008c30:*:*:*:*:*:*:*:

dkak kR kR k.

cpe:2.3:0:huawei:ar200-s_firmware:v200r005¢32:*:*:*:*:*:*:*:

dk Kk kR Rk,

cpe:2.3:0:huawei:ar200-s_firmware:v200r006¢10:*:*:*:*:*:*:*:

ak kR kR akak.

cpe:2.3:0:huawei:ar200-s_firmware:v200r007c00:*:*:*:*:*:*:*:



L

cpe:2.3:0:huawei:ar200_firmware:v200r006¢10:™:"::*: "™

dkkakkakakuk.

cpe:2.3:0:huawei:ar200_firmware:v200r007c00:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:0:huawei:ar200_firmware:v200r007c01 ™" * ™

I I

cpe:2.3:0:huawei:ar200_firmware:v200r008c20:*:*:*:*:*:*:*:

I

cpe:2.3:0:huawei:ar200_firmware:v200r008c30:*:*:*:*:*:*:*:

KKk kKKK,

cpe:2.3:0:huawei:ar2200-s_firmware:v200r007c00:*:*:*:**:*:*:

Kk kKK kLK,

cpe:2.3:0:huawei:ar2200-s_firmware:v200r008¢c20:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:huawei:ar2200-s_firmware:v200r008¢c30:*:*:*:**:*:*:

Kk koK kR Lk,

cpe:2.3:0:huawei:ar2200_firmware:v200r006¢10:*:*: % *:*:






a_ek kKK kKK,

cpe:2.3:h:huawei:arb510:-:* "

e ek kKoK kK Lk,

cpe:2.3:h:huawei:ar510:-:*

dk Lk k kR akuk.

cpe:2.3:0:huawei:ar510_firmware:v200r005¢32:*:*:*:*:*:*:*:

dk Lk ak kR akak.

cpe:2.3:0:huawei:ar510_firmware:v200r007c00:*:*:*:*:*:*:*:

dkak kR ok ukak.

cpe:2.3:0:huawei:ar510_firmware:v200r008c20:*:*:*:*:*:*:*:

dk Kk kR kak.

cpe:2.3:0:huawei:ar510_firmware:v200r008¢30:*:*:*:*:*:*:*:

LRk kR ok akak.

cpe:2.3:0:huawei:ar510_firmware:v200r005¢32:*:*:*:*:*:*:*:

dkak kR ok akak.

cpe:2.3:0:huawei:ar510_firmware:v200r007¢00:*:*:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:0:huawei:ar510_firmware:v200r008¢20:*:*:*:*:*:*:*:

LRk ak kR ok ak.

cpe:2.3:0:huawei:ar510_firmware:v200r008¢30:*:*:*:*:*:*:*:

ek koK kL kKK,

cpe:2.3:h:huawei:netengine16ex:-:**:*:**:*:*:

cne? 3:0'hiiawei'netenaine1Bex firmware:v200rON7a0()*-**-x % x*.



B T T T B T T L I T

dkukakakakakuk.

cpe:2.3:0:huawei:netengine16ex_firmware:v200r008c30:™:*:*:*:*:*:*:

a_eRak kLK LK LKLk,

cpe:2.3:h:huawei:srg1300:-:*%:": "

dkukakkkakak.

cpe:2.3:0:huawei:srg1300_firmware:v200r007c00:*:*:*:*:*:*:*:

Sk Lk akkakakuk.

cpe:2.3:0:huawei:srg1300_firmware:v200r007c02:*:*:*:*:*:*:*:

Sk Lk k Lk akakak.

cpe:2.3:0:huawei:srg1300_firmware:v200r008c20:*:*:*:*:*:*:*:

dk Lk akk Lk akak.

cpe:2.3:0:huawei:srg1300_firmware:v200r008c30:*:*:*:*:*:*:*:

dk Lk ak Lk akakak.

cpe:2.3:0:huawei:srg1300_firmware:v200r005c32:*:*:*:*:*:*:*:

Sk Lk k Lk akakuk.

cpe:2.3:0:huawei:srg1300_firmware:v200r006¢10:*:*:*:*:*:*:*:

Sk Lk k Lk kakak.

cpe:2.3:0:huawei:srg1300_firmware:v200r007c00:*:*:**:*:*:*:

Sk Lk ak Lk akakak.

cpe:2.3:0:huawei:srg1300_firmware:v200r007¢c02:*:*:*:*:*:*:*:

SRk ak kR akak,

cpe:2.3:0:huawei:srg1300_firmware:v200r008c20:*:*:*:*:*:*:*:

ek kKoK kKK,

cpe:2.3:h:huawei:srg2300:-:*:*

kKKK kKK,

cpe:2.3:h:huawei:srg2300:-:*:*

Lk Rk kR ok ak,

cpe:2.3:0:huawei:srg2300_firmware:v200r005¢32:*:*:*:*:*:*:*:

Sk Rk kR akak,

cpe:2.3:0:huawei:srg2300_firmware:v200r006¢10:*:*:**:*:*:*:

sk Kk kR akak.

cpe:2.3:0:huawei:srg2300_firmware:v200r007¢c00:*:*:**:*:*:*:

dkakakakakakak.

cpe:2.3:0:huawei:srg2300_firmware:v200r007¢c02:*:*:*:*:*:*:*:



a_eRak kLK LK LKLk,

cpe:2.3:h:huawei:srg3300:-:*":": "

a_eRak kLK KLk Lk,

cpe:2.3:h:huawei:srg3300:-:*:*: "

No vendor comments have been submitted for this CVE
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