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State

Assigner
Source Priority
Published
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Description

MITRE

CVE-2017-17384
PUBLIC

cve@mitre.org

CVE-201/7-1/384

NVD

CVE.ORG

CVE Program / NVD first with legacy fallback

2017-12-07 08:29

2019-10-03 00:03

ISPConfig 3.x before 3.1.9 allows remote authenticated users to obtain root access by creating a crafted cron job.

:00 UTC

:00 UTC

JSON API Print: PDF 1)

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)
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Application Ispconfig Ispconfig 3.0.54 p4 All All
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Application Ispconfig Ispconfig 3.0.54 p6 All All
Application Ispconfig Ispconfig 3.05.4 p7 All All
Application Ispconfig Ispconfig 3.05.4 p8 All All
Application Ispconfig Ispconfig 3.05.4 P9 All All
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Application Ispconfig Ispconfig 3.1 All All All
Application Ispconfig Ispconfig 3.1.1 All All All
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Application Ispconfig Ispconfig 3.1.2 All All All
Application Ispconfig Ispconfig 3.1.3 All All All
Application Ispconfig Ispconfig 3.1.4 All All All
Application Ispconfig Ispconfig 3.1.5 All All All
Application Ispconfig Ispconfig 3.1.6 All All All
Application Ispconfig Ispconfig 3.1.7 All All All
Application Ispconfig Ispconfig 3.1.7 p1 All All
Application Ispconfig Ispconfig 3.1.8 All All All
Application Ispconfig Ispconfig 3.1.8 p1 All All
Reference Source Link Tags

ISPConfig 3.1.9 Released - Important security update - ISPConfig CONFIRM www.ispconfig.org Issue Tracking, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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