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Certain versions of Glibc from Gnu contain the following vulnerability:

The malloc function in the GNU C Library (aka glibc or libc6) 2.26 could
return a memory block that is too small if an attempt is made to
allocate an object whose size is close to SIZE_MAX, potentially leading
to a subsequent heap overflow. This occurs because the per-thread
cache (aka tcache) feature enables a code path that lacks an integer
overflow check.

CVSS3 Score: 8.1 - HIGH
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CVE References

Description Tags Link

sourceware.org Git - glibc.git/commit Patch

sourceware.org

text/xml

 CONFIRM sourceware.org/git/gitweb.cgi?
p=glibc.git;h=34697694e8a93b325b18f25f7dcded55d6baeaf6

CVE-2017-17426 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.

�

 �

�

https://cve.report/
https://cve.report/CVE-2017-17426/mitre
https://cve.report/CVE-2017-17426/nist
https://cve.report/CVE-2017-17426/cve_org
https://cve.report/CVE-2017-17426.pdf
http://cve.report/software/gnu/glibc
http://cve.report/vendor/gnu
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://sourceware.org/git/gitweb.cgi?p=glibc.git;h=34697694e8a93b325b18f25f7dcded55d6baeaf6
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22375 – (CVE-2017-17426) malloc returns pointer from
tcache_get when should return NULL (CVE-2017-17426)

Exploit

Issue Tracking

sourceware.org

text/html

 CONFIRM sourceware.org/bugzilla/show_bug.cgi?
id=22375

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Glibc 2.26 All All All

Application Gnu Glibc 2.26 All All All

No vendor comments have been submitted for this CVE
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