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CVE-2017-17427

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2017-12-13 16:29:00 UTC

2025-04-20 01:37:25 UTC

Radware Alteon devices with a firmware version between 31.0.0.0-31.0.3.0 are vulnerable to an adaptive-chosen ciphertex

Risk And Classification

|L

Primary CVSS: v3.0 5.9 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.704710000 probability, percentile 0.987110000 (date 2026-05-14)
Problem Types: CWE-203 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.9 MEDIUM CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
2.0 nvd@nist.gov Primary 4.3 AV:N/AC:M/Au:N/C:P/l:N/A:N
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https://cve.report/
https://cve.report/CVE-2017-17427/mitre
https://cve.report/CVE-2017-17427/nist
https://cve.report/CVE-2017-17427/cve_org
https://cve.report/api/cve/CVE-2017-17427.json
https://cve.report/CVE-2017-17427.pdf
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CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:P/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Radware Alteon - All All All
Operating System Radware Alteon Firmware All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference So
CVE-2017-17427 Adaptive chosen-ciphertext attack vulnerability aft
The ROBOT Attack - Return of Bleichenbacher's Oracle Threat af€
Alteon CVE-2017-17427 Information Disclosure Vulnerability aft

=

VU#144389 - TLS implementations may disclose side channel information via discrepancies between valid and invalid PKCS#1 padding  afé
CVE Program record CV

NVD vulnerability detail NV
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http://cve.report/vendor/radware
http://cve.report/software/radware/alteon
http://cve.report/vendor/radware
http://cve.report/software/radware/alteon_firmware
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://support.radware.com/app/answers/answer_view/a_id/1010361/~/cve-2017-17427-adaptive-chosen-ciphertext-attack-vulnerability
https://robotattack.org/
http://www.securityfocus.com/bid/102199
https://www.kb.cert.org/vuls/id/144389
https://www.cve.org/CVERecord?id=CVE-2017-17427
https://nvd.nist.gov/vuln/detail/CVE-2017-17427

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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