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Cavium Nitrox SSL, Nitrox V SSL, and TurboSSL software development kits (SDKs) allow remote attackers to decrypt TLS

Risk And Classification

1|

Problem Types: CWE-327
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Reference So
Cisco Application Control Engine TLS Side Channel Leakage Flaw Lets Remote Users Decrypt TLS Session Data - Security Tracker SE
Security Advisory CC

VU#144389 - TLS implementations may disclose side channel information via discrepancies between valid and invalid PKCS#1 padding CE

Bleichenbacher Attack on TLS Affecting Cisco Products: December 2017 Cl¢
Multiple Cisco Products Multiple Information Disclosure Vulnerabilities BII
CVE Program record CV
NVD vulnerability detail NV
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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