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Summary

CVE CVE-2017-17434

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-06 03:29:00 UTC

Updated 2023-11-07 02:41:00 UTC

Description The daemon in rsync 3.1.2, and 3.1.3-development before 2017-12-03, does not check for fnamecmp filenames in the daemon_filter_list data structure (in the recv_files function in receiver.c) and also does not apply the sanitize_paths protection mechanism to pathnames found in "xname follows" strings (in the read_ndx_and_attrs function in rsync.c), which allows remote attackers to bypass intended access restrictions.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Samba Rsync All All All All

References

Reference Source Link Tags

git.samba.org - rsync.git/commit git.samba.org

CLD-170 Details CONFIRM security.cucumberlinux.com Third Party Advisory

git.samba.org - rsync.git/commit MISC git.samba.org Patch

Debian -- Security Information -- DSA-4068-1 rsync DEBIAN www.debian.org Third Party Advisory

[SECURITY] [DLA 1218-1] rsync security update MLIST lists.debian.org

git.samba.org - rsync.git/commit git.samba.org

git.samba.org - rsync.git/commit MISC git.samba.org Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2017-17434/mitre
https://cve.report/CVE-2017-17434/nist
https://cve.report/CVE-2017-17434/cve_org
https://cve.report/CVE-2017-17434.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/samba
http://cve.report/software/samba/rsync
https://git.samba.org/?p=rsync.git%253Ba=commit%253Bh=5509597decdbd7b91994210f700329d8a35e70a1
http://security.cucumberlinux.com/security/details.php?id=170
https://git.samba.org/?p=rsync.git;a=commit;h=70aeb5fddd1b2f8e143276f8d5a085db16c593b9
https://www.debian.org/security/2017/dsa-4068
https://lists.debian.org/debian-lts-announce/2017/12/msg00020.html
https://git.samba.org/?p=rsync.git%253Ba=commit%253Bh=70aeb5fddd1b2f8e143276f8d5a085db16c593b9
https://git.samba.org/?p=rsync.git;a=commit;h=5509597decdbd7b91994210f700329d8a35e70a1
https://www.cve.org/CVERecord?id=CVE-2017-17434
https://nvd.nist.gov/vuln/detail/CVE-2017-17434


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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500605 Alpine Linux Security Update for rsync

504364 Alpine Linux Security Update for rsync

710226 Gentoo Linux rsync Multiple Vulnerabilities (GLSA 201801-16)

http://cve.report/qid/500605
http://cve.report/qid/504364
http://cve.report/qid/710226
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2017-17434
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


