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CVE CVE-2017-17458
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-07 18:29:00 UTC
Updated 2020-07-31 13:15:00 UTC
Description In Mercurial before 4.4.1, it is possible that a specially malformed repository can cause Git subrepositories to run arbitrary ¢
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Mercurial Mercurial All All All All

Application Mercurial Mercurial All All All All

Reference Source Link 1
[SECURITY] [DLA 1414-2] mercurial regression update MLIST lists.debian.org N
[SECURITY] [DLA 2293-1] mercurial security update MLIST lists.debian.org

Atlassian SourceTree Multiple Command Injection and Command Execution Vulnerabilities BID www.securityfocus.com 1
5730 — [CRITICAL]Arbitrary command execution in mercurial repo with a git submodule MISC bz.mercurial-scm.org I
Sourcetree Security Advisory 2018-01-24 - Atlassian Documentation CONFIRM confluence.atlassian.com 1
[Bug 5730] New: [CRITICAL]JArbitrary command execution in mercurial repo with a git submodule MISC www.mercurial-scm.org \
WhatsNew - Mercurial MISC www.mercurial-scm.org \
[SECURITY] [DLA 1224-1] mercurial security update MLIST lists.debian.org N
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https://www.mercurial-scm.org/pipermail/mercurial-devel/2017-November/107333.html
https://www.mercurial-scm.org/wiki/WhatsNew#Mercurial_4.4.1_.282017-11-07.29
https://lists.debian.org/debian-lts-announce/2017/12/msg00027.html

[SECURITY] [DLA 1414-1] mercurial security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

L]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296092 Oracle Solaris 11.4 Support Repository Update (SRU) 7.1.4 Missing (CPUJAN2019)

670260 EulerOS Security Update for mercurial (EulerOS-SA-2021-1816)
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