CVE-2017-17476

Published on: 12/20/2017 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:26:26 PM UTC

CVE-2017-17476

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssaomvnneLrrnumsuctan  Gertain versions of Debian Linux from Debian contain the foIIowing

¢§ vulnerability:
(o]

Open Ticket Request System (OTRS) 4.0.x before 4.0.28, 5.0.x before

" 5.0.26, and 6.0.x before 6.0.3, when cookie support is disabled, might
allow remote attackers to hijack web sessions and consequently gain
privileges via a crafted email.

X
|

—"

CVE-2017-17476 has been assigned by [JJ] cve@mitre.org to track the vulnerability - currently rated as [[FI[E) severity.

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SBFMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Improved parameter appending. - [ Patch | ) CONFIRM
OTRS/otrs@720c73f - GitHub github.com/OTRS/otrs/commit/720c73fbf53e476ca7dfdf2ae1d4d3d2aad2b953

github.com
text/html
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Improved parameter appending. -

OTRS/otrs@36e3be9 - GitHub

Improved parameter appending. -

OTRS/otrs@26707ea - GitHub

[SECURITY] [DLA 1215-1] otrs2
security update

Debian -- Security Information --
DSA-4069-1 otrs2

Security Advisory 2017-10:
Security Update for OTRS
Framework - otrs.com| OTRS
Simple Service Management

Third Party Advisory

text/html

Third Party Advisory

text/html

Mailing List

Third Party Advisory
lists.debian.org
text/html

Third Party Advisory
www.debian.org
Depreciated Link
text/html

Vendor Advisory

text/html

) CONFIRM
github.com/OTRS/otrs/commit/36e3be99cfe8a9e09afalb75fdc39f3e28f561fc

() CONFIRM
github.com/OTRS/otrs/commit/26707eaaa791648e6¢c7ad6acaal7efd70e7c66eb

(@ MLIST [debian-lts-announce] 20171220 [SECURITY] [DLA 1215-1] otrs2
security update

(@ DEBIAN DSA-4069

> CONFIRM www.otrs.com/security-advisory-2017-10-security-update-otrs-
framework/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor
Operating Debian
System

Operating Debian
System

Operating Debian
System

Operating Debian
System

Operating Debian
System

Operating Debian
System

Application Otrs
Application Otrs

cpe:2.3:0:debian:debian_linux:7.0

Product

Debian Linux

Debian Linux

Debian Linux

Debian Linux

Debian Linux

Debian Linux

Otrs

Otrs

dkkakkakakak.

cpe:2.3:0:debian:debian_linux:8.0:*:*:*:*:*:*:*:

cpe:2.3:0:debian:debian_linux:9.0

dkk Lk kakakuk.

Version Update Edition Language
7.0 All All All
8.0 All All All
9.0 All All All
7.0 All All All
8.0 All All All
9.0 All All All
All All All All
All All All All
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No vendor comments have been submitted for this CVE
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