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Summary

CVE CVE-2017-17484

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-10 20:29:00 UTC

Updated 2019-04-23 19:29:00 UTC

Description The ucnv_UTF8FromUTF8 function in ucnv_u8.cpp in International Components for Unicode (ICU) for C/C++ through 60.1 mishandles ucnv_convertEx calls for UTF-8 to UTF-8 conversion, which allows remote attackers to cause a denial of service (stack-based buffer overflow and application crash) or possibly have unspecified other impact via a crafted string, as demonstrated by ZNC.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Icu-project International Components For Unicode All All All All

Application Icu-project International Components For Unicode All All All All

References

Reference Source Link Tags

"stack smashing" segmentation fault with znc-git on armv7h · Issue #1459 · znc/znc · GitHub MISC github.com Issue Tracking, Third Party Advisory

System dashboard - Unicode Consortium MISC ssl.icu-project.org Issue Tracking, Vendor Advisory

System dashboard - Unicode Consortium MISC ssl.icu-project.org Issue Tracking, Patch, Vendor Advisory

[ICU-13510] ucnv_convertEx() UTF-8->UTF-8 buffer overflow - Unicode Consortium MISC ssl.icu-project.org Issue Tracking, Vendor Advisory

[ICU-13490] Stack Smash while performing charset conversions in znc - Unicode Consortium MISC ssl.icu-project.org Issue Tracking, Vendor Advisory

System dashboard - Unicode Consortium MISC ssl.icu-project.org Exploit, Vendor Advisory

Oracle Critical Patch Update Advisory - April 2019 MISC www.oracle.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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