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Summary

CVE CVE-2017-17522

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-14 16:29:00 UTC

Updated 2023-11-07 02:41:00 UTC

Description ** DISPUTED ** Lib/webbrowser.py in Python through 3.6.3 does not validate strings before launching the program specified by the BROWSER environment variable, which might allow remote attackers to conduct argument-injection attacks via a crafted URL. NOTE: a software maintainer indicates that exploitation is impossible because the code relies on subprocess.Popen and the default shell=False setting.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Python Python All All All All

References

Reference Source Link

Python 'Lib/webbrowser.py' Remote Command Execution Vulnerability BID www.securityfocus.com

Issue 32367: [Security] CVE-2017-17522: webbrowser.py in Python does not validate strings - Python tracker MISC bugs.python.org

CVE-2017-17522 MISC security-tracker.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900051 CBL-Mariner Linux Security Update for python2 2.7.18

901428 Common Base Linux Mariner (CBL-Mariner) Security Update for python2 (6823-1)

903200 Common Base Linux Mariner (CBL-Mariner) Security Update for python2 (1911)
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