=

CVE-2017-1755

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2017-17557
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-24 20:29:00 UTC
Updated 2018-06-05 14:33:00 UTC
Description In Foxit Reader before 9.1 and Foxit PhantomPDF before 9.1, a flaw exists within the parsing of the BITMAPINFOHEADER
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Foxitsoftware Foxit Reader All All All All

Application Foxitsoftware Foxit Reader All All All All

Application Foxitsoftware Phantompdf All All All All

Application Foxitsoftware Phantompdf All All All All
References

Reference

Security Bulletins | Foxit Software

Opatch Blog: Opatching Foxit Reader Buffer... Oops... Integer Overflow (CVE-2017-17557)

Foxit Reader Multiple Flaws Let Remote Users Execute Arbitrary Code, Deny Service, and Obtain Potentially Sensitive Information - Security1
Foxit Reader and Foxit PhantomPDF CVE-2017-17557 Heap Based Buffer Overflow Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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