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Summary

CVE CVE-2017-17562

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-12 19:29:00 UTC

Updated 2026-04-21 18:00:30 UTC

Description Embedthis GoAhead before 3.6.5 allows remote code execution if CGI is enabled and a CGI program is dynamically linked. This is a result of initializing the environment of forked CGI scripts using untrusted HTTP request parameters in the cgiHandler function in cgi.c. When combined with the glibc dynamic linker, this behaviour can be abused for remote code execution using special parameter names such as LD_PRELOAD. An attacker can POST their shared object payload in the body of the request, and reference it using /proc/self/fd/0.

Risk And Classification

Primary CVSS: v3.1 8.1 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.942660000 probability, percentile 0.999380000 (date 2026-05-06)

CISA KEV: Listed on 2021-12-10; due 2022-06-10; ransomware use Unknown

Problem Types: NVD-CWE-noinfo | n/a | CWE-noinfo Not enough information

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 ADP DECLARED 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0 Secondary 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

None

Scope

Unchanged

https://cve.report/
https://cve.report/CVE-2017-17562/mitre
https://cve.report/CVE-2017-17562/nist
https://cve.report/CVE-2017-17562/cve_org
https://cve.report/api/cve/CVE-2017-17562.json
https://cve.report/CVE-2017-17562.pdf


CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:P

CISA Known Exploited Vulnerability

Vendor Embedthis

Product GoAhead

Name Embedthis GoAhead Remote Code Execution Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2017-17562

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Embedthis Goahead All All All All

Application Oracle Integrated Lights Out Manager 3.0 All All All

Application Oracle Integrated Lights Out Manager 4.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Unchanged

Confidentiality

High

Integrity

High

Availability

High

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

http://cve.report/vendor/embedthis
http://cve.report/software/embedthis/goahead
http://cve.report/vendor/oracle
http://cve.report/software/oracle/integrated_lights_out_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/integrated_lights_out_manager


CNA Na N/a affected n/a Not specified

References

Reference

advisories/CVE-2017-17562 at master · elttam/advisories · GitHub

github.com/embedthis/goahead/issues/249

www.cisa.gov/known-exploited-vulnerabilities-catalog

github.com/embedthis/goahead/commit/6f786c123196eb622625a920d54048629a7c...

elttam - Remote LD_PRELOAD Exploitation

GoAhead Web Server 2.5 < 3.6.5 - HTTPd 'LD_PRELOAD' Arbitrary Module Load (Metasploit) - Multiple remote Exploit

Solaris Multiple Flaws Let Remote and Local Users Deny Service, Remote and Local Users Access Data, Remote Authenticated Users Gain Elevated Privileges, and Remote Authenticated and Local Users Modify Data - SecurityTracker

GoAhead Web Server 2.5 < 3.6.5 - HTTPd 'LD_PRELOAD' Remote Code Execution - Linux remote Exploit

Oracle Critical Patch Update - April 2018

CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event

ADP 2021-12-10T00:00:00.000Z CVE-2017-17562 added to CISA KEV

Legacy QID Mappings
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590949 General Electric Renewable Energy MDS Radios Multiple Vulnerabilities (ICSA-22-090-06)
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