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Summary

CVE CVE-2017-1758

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-21 21:29:00 UTC

Updated 2018-03-12 15:39:00 UTC

Description IBM Financial Transaction Manager for ACH Services for Multi-Platform (IBM Control Center 6.0 and 6.1, IBM Financial Transaction Manager 3.0.2, 3.0.3, 3.0.4, and 3.1.0, IBM Transformation Extender Advanced 9.0) is vulnerable to a XML External Entity Injection (XXE) attack when processing XML data. A remote attacker could exploit this vulnerability to expose sensitive information or consume memory resources. IBM X-Force ID: 135859.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Control Center 6.0.0.0 All All All

Application Ibm Control Center 6.0.0.1 All All All

Application Ibm Control Center 6.1.0.0 All All All

Application Ibm Control Center 6.1.0.1 All All All

Application Ibm Control Center 6.1.1.0 All All All

Application Ibm Control Center 6.0.0.0 All All All

Application Ibm Control Center 6.0.0.1 All All All

Application Ibm Control Center 6.1.0.0 All All All

Application Ibm Control Center 6.1.0.1 All All All

Application Ibm Control Center 6.1.1.0 All All All

Application Ibm Financial Transaction Manager 3.0.2.0 All All All

Application Ibm Financial Transaction Manager 3.0.2.0 All All All

Application Ibm Financial Transaction Manager 3.0.2.1 All All All

Application Ibm Financial Transaction Manager 3.0.3.0 All All All

Application Ibm Financial Transaction Manager 3.0.4.0 All All All

Application Ibm Financial Transaction Manager 3.1.0.0 All All All

Application Ibm Financial Transaction Manager 3.0.2.0 All All All

https://cve.report/
https://cve.report/CVE-2017-1758/mitre
https://cve.report/CVE-2017-1758/nist
https://cve.report/CVE-2017-1758/cve_org
https://cve.report/api/cve/CVE-2017-1758.json
https://cve.report/CVE-2017-1758.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/control_center
http://cve.report/vendor/ibm
http://cve.report/software/ibm/control_center
http://cve.report/vendor/ibm
http://cve.report/software/ibm/control_center
http://cve.report/vendor/ibm
http://cve.report/software/ibm/control_center
http://cve.report/vendor/ibm
http://cve.report/software/ibm/control_center
http://cve.report/vendor/ibm
http://cve.report/software/ibm/control_center
http://cve.report/vendor/ibm
http://cve.report/software/ibm/control_center
http://cve.report/vendor/ibm
http://cve.report/software/ibm/control_center
http://cve.report/vendor/ibm
http://cve.report/software/ibm/control_center
http://cve.report/vendor/ibm
http://cve.report/software/ibm/control_center
http://cve.report/vendor/ibm
http://cve.report/software/ibm/financial_transaction_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/financial_transaction_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/financial_transaction_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/financial_transaction_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/financial_transaction_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/financial_transaction_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/financial_transaction_manager


Application Ibm Financial Transaction Manager 3.0.2.0 All All All

Application Ibm Financial Transaction Manager 3.0.2.0 All All All

Application Ibm Financial Transaction Manager 3.0.2.1 All All All

Application Ibm Financial Transaction Manager 3.0.3.0 All All All

Application Ibm Financial Transaction Manager 3.0.4.0 All All All

Application Ibm Financial Transaction Manager 3.1.0.0 All All All

Application Ibm Transformation Extender Advanced 9.0 All All All

Application Ibm Transformation Extender Advanced 9.0 All All All

References

Reference

IBM X-Force Exchange

Multiple IBM Products CVE-2017-1758 XML External Entity Injection Vulnerability

Security Bulletin: Financial Transaction Manager for ACH Services and Corporate Payment Services has a potential XML External Entity vulnerability (CVE-2017-1758)

Security Bulletin: 10x Vulnerability in IBM Control Center Could Allow Potential XML External Entity (XXE) Injection

Security Bulletin: IBM Transformation Extender Advanced is Potentially Vulnerable to an XML External Entity (XXE) Injection in its REST API.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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