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CVE-2017-17664

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2017-12-13 20:29:00 UTC

2018-01-02 17:35:00 UTC

A Remote Crash issue was discovered in Asterisk Open Source 13.x before 13.18.4, 14.x before 14.7.4, and 15.x before 1¢

Risk And Classification
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor
Digium
Digium
Digium
Digium
Digium
Digium
Digium
Digium
Digium
Digium
Digium
Digium
Digium
Digium
Digium
Digium

Digium

Product

Asterisk

Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Certified Asterisk

Version

All

All

13.13

13.13

13.13

13.13

13.13

13.13

13.13

13.13

13.13

13.13

13.13

13.13

13.13

13.13

13.13

Update
All

All

certl
cert1_rci
cert1_rc2
certl_rc3
certl_rc4
cert2
cert3
cert4
certd
cert6
cert7
cert8
cert1
cert1_rci

certl rc2

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2017-17664/mitre
https://cve.report/CVE-2017-17664/nist
https://cve.report/CVE-2017-17664/cve_org
https://cve.report/api/cve/CVE-2017-17664.json
https://cve.report/CVE-2017-17664.pdf
http://cve.report/vendor/digium
http://cve.report/software/digium/asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk
http://cve.report/vendor/digium
http://cve.report/software/digium/certified_asterisk

Application Digium Certified Asterisk 13.13 cert1_rc3 All All

Application Digium Certified Asterisk 13.13 cert1_rc4 All All

Application Digium Certified Asterisk 13.13 cert2 All All

Application Digium Certified Asterisk 13.13 cert3 All All

Application Digium Certified Asterisk 13.13 cert4 All All

Application Digium Certified Asterisk 13.13 certb All All

Application Digium Certified Asterisk 13.13 cert6 All All

Application Digium Certified Asterisk 13.13 cert7 All All

Application Digium Certified Asterisk 13.13 cert8 All All

Application Digium Certified Asterisk All All All All

Reference Source
Debian -- Security Information -- DSA-4076-1 asterisk DEBIAN
[ASTERISK-27382] crash after an invalid ricp packet from GT48 FXS gateway - Digium/Asterisk JIRA MISC
Asterisk Bug in Processing RTCP Packets Lets Remote Users Cause the Target Service to Crash - SecurityTracker SECTRACK
AST-2017-012 MISC

[ASTERISK-27429] res_rtp_asterisk: Multiple reports in an RTCP packet will write past where it should - Digium/Asterisk JIRA  MISC

Asterisk CVE-2017-17664 Remote Denial of Service Vulnerability BID
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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