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Summary

CVE CVE-2017-17670

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-15 09:29:00 UTC

Updated 2019-04-26 15:11:00 UTC

Description In VideoLAN VLC media player through 2.2.8, there is a type conversion vulnerability in modules/demux/mp4/libmp4.c in the MP4 demux module leading to a invalid free, because the type of a box may be changed between a read operation and a free operation.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Videolan Vlc Media Player All All All All

References

Reference

VLC Media Player File Processing Type Conversion Error in 'modules/demux/mp4/libmp4.c' Lets Remote Users Execute Arbitrary Code - SecurityTracker

oss-security - CVE-2017-17670: vlc: type conversion vulnerability

Debian -- Security Information -- DSA-4203-1 vlc

VideoLAN VLC 'mp4/libmp4.c' Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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