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cussaomnncLrriumsucian  Gertain versions of Trape from BOXUg contain the foIIowing
: vulnerability:

Trape before 2017-11-05 has SQL injection via the /nr red parameter,
the /nr vld parameter, the /register User-Agent HTTP header, the
/register country parameter, the /register countryCode parameter, the
/register cpu parameter, the /register isp parameter, the /register lat
parameter, the /register lon parameter, the /register org parameter, the
/register query parameter, the /register region parameter, the /register regionName
parameter, the /register timezone parameter, the /register vld parameter, the /register zip
parameter, or the /tping id parameter.

CVE-2017-17713 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Taas Link


https://cve.report/
https://cve.report/CVE-2017-17713/mitre
https://cve.report/CVE-2017-17713/nist
https://cve.report/CVE-2017-17713/cve_org
https://cve.report/CVE-2017-17713.pdf
http://cve.report/software/boxug/trape
http://cve.report/vendor/boxug
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

Boxug/Trape (SQL Injection &
XSS and taking over the hacker's Issue Tracking

o MISC www.youtube.com/watch?v=Txp6lwR24jY

SQLite Tracking database PoC) - Third Party Advisory
Part 2 - YouTube www.youtube.com
text/html
SQL Insert error for some region Issue Tracking ) MisC
[FIXED] - jofpin/trape@6281491 - github.com/boxug/trape/commit/628149159ba25adbfc29a3ae1d4b10c7eb936dd3

GitHub Third Party Advisory

text/html

Hack the Hackers and Track the 8 MISC www.seekurity.com/blog/general/cve-2017-17713-and-cve-2017-17714-
Trackers: CVE-2017-17713 and Issue Tracking multiple-sql-injections-and-xss-vulnerabilities-found-in-the-hackers-tracking-tool-
CVE-2017-17714 — Multiple SQL trape-boxug/

Injections and XSS Vulnerabilities — [E G

found in the Hackers tracking tool [T

“Trape” from “Boxug” — Seekurity text/html

Boxug/Trape (SQL Injection and

taking over the hacker's SQLite Issue Tracking

Tracking database PoC) - Part 1 - [ EE G

YouTube www.youtube.com
text/html

© MISC www.youtube.com/watch?v=RWw1UTeZee8

Boxug/Trape (SQL Injection and o MISC www.youtube.com/watch?v=efmvL235S-8

taking over the hacker's SQLite Issue Tracking
Tracking database PoC) - Part 3 - [RiiE 2 Gl
YouTube www.youtube.com

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Boxug Trape All All All All
Application Boxug Trape All All All All

kKR kKR kK,

cpe:2.3:a:boxug:trape:*:*

kKK ok Kk kK,

cpe:2.3:a:boxug:trape:*:*

No vendor comments have been submitted for this CVE
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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