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Certain versions of Ruby from Ruby-lang contain the following
vulnerability:

The lazy_initialize function in lib/resolv.rb in Ruby through 2.4.3 uses
Kernel#open, which might allow Command Injection attacks, as
demonstrated by a Resolv::Hosts::new argument beginning with a '|'
character, a different vulnerability than CVE-2017-17405. NOTE:
situations with untrusted input may be highly unlikely.
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CVE References

Description Tags Link

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2018:0583

[SECURITY] [DLA 1421-1] ruby2.1 security update lists.debian.org  MLIST [debian-lts-announce] 20180714 [SECURITY]

CVE-2017-17790 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as CRITICAL  severity.
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https://cve.report/
https://cve.report/CVE-2017-17790/mitre
https://cve.report/CVE-2017-17790/nist
https://cve.report/CVE-2017-17790/cve_org
https://cve.report/CVE-2017-17790.pdf
http://cve.report/software/ruby-lang/ruby
http://cve.report/vendor/ruby-lang
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://access.redhat.com/errata/RHSA-2018:0583


[SECURITY] [DLA 1421-1] ruby2.1 security update lists.debian.org

text/html

 MLIST [debian-lts-announce] 20180714 [SECURITY]
[DLA 1421-1] ruby2.1 security update

Fixed command Injection by drigg3r · Pull Request
#1777 · ruby/ruby · GitHub

Exploit

Issue Tracking

Third Party Advisory

github.com

text/html

 CONFIRM github.com/ruby/ruby/pull/1777

[SECURITY] [DLA 1221-1] ruby1.9.1 security update lists.debian.org

text/html

 MLIST [debian-lts-announce] 20171225 [SECURITY]
[DLA 1221-1] ruby1.9.1 security update

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2018:0584

[SECURITY] [DLA 1222-1] ruby1.8 security update lists.debian.org

text/html

 MLIST [debian-lts-announce] 20171225 [SECURITY]
[DLA 1222-1] ruby1.8 security update

Debian -- Security Information -- DSA-4259-1 ruby2.3 www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-4259

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2018:0585

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2018:0378

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Ruby-lang Ruby 2.5.0 preview1 All All

Application Ruby-lang Ruby 2.5.0 preview1 All All

Application Ruby-lang Ruby All All All All

Application Ruby-lang Ruby All All All All

Application Ruby-lang Ruby All All All All

No vendor comments have been submitted for this CVE

cpe:2.3:a:ruby-lang:ruby:2.5.0:preview1:*:*:*:*:*:*:

cpe:2.3:a:ruby-lang:ruby:2.5.0:preview1:*:*:*:*:*:*:

cpe:2.3:a:ruby-lang:ruby:*:*:*:*:*:*:*:*:

cpe:2.3:a:ruby-lang:ruby:*:*:*:*:*:*:*:*:

cpe:2.3:a:ruby-lang:ruby:*:*:*:*:*:*:*:*:

https://lists.debian.org/debian-lts-announce/2018/07/msg00012.html
https://github.com/ruby/ruby/pull/1777
https://lists.debian.org/debian-lts-announce/2017/12/msg00025.html
https://access.redhat.com/errata/RHSA-2018:0584
https://lists.debian.org/debian-lts-announce/2017/12/msg00024.html
https://www.debian.org/security/2018/dsa-4259
https://access.redhat.com/errata/RHSA-2018:0585
https://access.redhat.com/errata/RHSA-2018:0378
mailto:%20comment@cve.report
http://cve.report/vendor/ruby-lang
http://cve.report/software/ruby-lang/ruby
http://cve.report/vendor/ruby-lang
http://cve.report/software/ruby-lang/ruby
http://cve.report/vendor/ruby-lang
http://cve.report/software/ruby-lang/ruby
http://cve.report/vendor/ruby-lang
http://cve.report/software/ruby-lang/ruby
http://cve.report/vendor/ruby-lang
http://cve.report/software/ruby-lang/ruby
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