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The Salsa20 encryption algorithm in the Linux kernel before 4.14.8 does not correctly handle zero-length inputs, allowing a
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Risk And Classification

Problem Types: CWE-20
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Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 9.0 All All All
Linux Linux Kernel All All All All
Linux Linux Kernel All All All All
Opensuse Leap 42.2 All All All
Opensuse Leap 42.2 All All All
Opensuse Project Leap 42.3 All All All
Opensuse Project Leap 42.3 All All All
Suse Linux Enterprise Desktop 12 sp2 All All
Suse Linux Enterprise Desktop 12 sp3 All All
Suse Linux Enterprise Desktop 12 sp2 All All
Suse Linux Enterprise Desktop 12 sp3 All All
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[security-announce] SUSE-SU-2018:0012-1: important: Security update for
Debian -- Security Information -- DSA-4082-1 linux
www.kernel.org/pub/linux/kernel/v4.x/ChangelLog-4.14.8
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USN-3619-1: Linux kernel vulnerabilities | Ubuntu security notices

[SECURITY] [DLA 1232-1] linux security update
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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