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CVE CVE-2017-17831
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-21 06:29:00 UTC
Updated 2019-08-01 12:14:00 UTC
Description GitHub Git LFS before 2.1.1 allows remote attackers to execute arbitrary commands via an ssh URL with an initial dash che

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Git Large File Storage Project Git Large File Storage All All All All

Application Git Large File Storage Project Git Large File Storage All All All All

Reference Source Lir
Atlassian SourceTree Multiple Command Injection and Command Execution Vulnerabilities BID wv
Compromise On Checkout - Vulnerabilities in SCM Tools - The Recurity Lablog MISC blc
Sourcetree Security Advisory 2018-01-24 - Atlassian Documentation CONFIRM co
Release v2.1.1 - git-Ifs/git-Ifs - GitHub MISC git
Backport #2241 for v2.1.x: sanitize ssh options parsed from ssh:// url by ttaylorr - Pull Request #2242 - git-Ifs/git-Ifs - GitHub ~ MISC git
CVE Program record CVE.ORG wv
NVD vulnerability detail NVD nvi
< 2

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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