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IBM Cognos Analytics 11.0 could produce results in temporary files
that contain highly sensitive information that can be read by a local
user. IBM X-Force ID: 136858.
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CVE-2017-1784 has been assigned by (T} psirt@us.ibm.com to track the vulnerability - currently rated as severity.

CVSS3 Score: [SISEMEDIIM)
Attack Attack Privileges User
Vector Complexity Required Interaction
LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 215 oW

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
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Description Tags Link
IBM Cognos Analytics Bugs Let Local Users Obtain (%) SECTRACK 1040299
Authentication Credentials and Other Potentially

Sensitive Information and Modify Data on the Target
System - SecurityTracker



https://cve.report/
https://cve.report/CVE-2017-1784/mitre
https://cve.report/CVE-2017-1784/nist
https://cve.report/CVE-2017-1784/cve_org
https://cve.report/CVE-2017-1784.pdf
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id/1040299

IBM X-Force Exchange € MISC
exchange.xforce.ibmcloud.com/vulnerabilities/136858

exchange.xforce.ibmcloud.com
text/html

403 Forbidden ] CONFIRM security.netapp.com/advisory/ntap-

20190329-0003/

Inactive Link| Not Archived

Security Bulletin: IBM Cognos Analytics is affected s8> CONFIRM www.ibm.com/support/docview.wss?
by multiple vulnerabilities uid=swg22011561

text/html

December 2018 IBM Cognos Analytics ] CONFIRM security.netapp.com/advisory/ntap-
Vulnerabilities in NetApp Products | NetApp Product 20190401-0003/

Security text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Cognos Analytics 11.0.0 All All All
Application Ibm Cognos Analytics 11.0.1 All All All
Application Ibm Cognos Analytics 11.0.2 All All All
Application Ibm Cognos Analytics 11.0.3 All All All
Application Ibm Cognos Analytics 11.0.4 All All All
Application Ibm Cognos Analytics 11.0.5.0 All All All
Application Ibm Cognos Analytics 11.0.6.0 All All All
Application Ibm Cognos Analytics 11.0.7.0 All All All
Application Ibm Cognos Analytics 11.0.0 All All All
Application Ibm Cognos Analytics 11.0.1 All All All
Application Ibm Cognos Analytics 11.0.2 All All All
Application Ibm Cognos Analytics 11.0.3 All All All
Application Ibm Cognos Analytics 11.0.4 All All All
Application Ibm Cognos Analytics 11.0.5.0 All All All
Application Ibm Cognos Analytics 11.0.6.0 All All All
Application Ibm Cognos Analytics 11.0.7.0 All All All
Application Netapp Oncommand Insight - All All All

Application Netapp Oncommand Insight - All All All


https://exchange.xforce.ibmcloud.com/vulnerabilities/136858
https://security.netapp.com/advisory/ntap-20190329-0003/
http://www.ibm.com/support/docview.wss?uid=swg22011561
https://security.netapp.com/advisory/ntap-20190401-0003/
mailto:%20comment@cve.report
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/ibm
http://cve.report/software/ibm/cognos_analytics
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_insight
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_insight

cpe:2.3:a:ibm:cognos_analytics:11.0.0:%:*:*:* "™

cpe:2.3:a:ibm:cognos_analytics:11.0.1: " "™

cpe:2.3:a:ibm:cognos_analytics:11.0.2:%:*:*:*: "

cpe:2.3:a:ibm:cognos_analytics:11.0.3:%:* "

cpe:2.3:a:ibm:cognos_analytics:11.0.4:: """

cpe:2.3:a:ibm:cognos_analytics:11.0.5.0:*:*:* %

cpe:2.3:a:ibm:cognos_analytics:11.0.6.0:*:*:*:*:*:

cpe:2.3:a:ibm:cognos_analytics:11.0.7.0:*:%:* "

Skk ok kkakak.

cpe:2.3:a:ibm:cognos_analytics:11.0.0:*:*:*: ™

Skuk ok ak Lk akak.

cpe:2.3:a:ibm:cognos_analytics:11.0.1:%:* ™

Skk Kk k Lk akak.

cpe:2.3:a:ibm:cognos_analytics:11.0.2:%:*:*: "

cpe:2.3:a:ibm:cognos_analytics:11.0.3:*:*:*:* "
cpe:2.3:a:ibm:cognos_analytics:11.0.4: ™
cpe:2.3:a:ibm:cognos_analytics:11.0.5.0:*:*:*:
cpe:2.3:a:ibm:cognos_analytics:11.0.6.0:*:*:*:
cpe:2.3:a:ibm:cognos_analytics:11.0.7.0:*:*:

a_akuk kKoK kLK,

cpe:2.3:a:netapp:oncommand_insight:-:*:**:**:*:*:

e_akuk kKoK oKLk,

cpe:2.3:a:netapp:oncommand_insight:-:*:

No vendor comments have been submitted for this CVE
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