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Summary

CVE CVE-2017-17850

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-27 17:08:00 UTC

Updated 2018-11-25 11:29:00 UTC

Description An issue was discovered in Asterisk 13.18.4 and older, 14.7.4 and older, 15.1.4 and older, and 13.18-cert1 and older. A select set of SIP messages create a dialog in Asterisk. Those SIP messages must contain a contact header. For those messages, if the header was not present and the PJSIP channel driver was used, Asterisk would crash. The severity of this vulnerability is somewhat mitigated if authentication is enabled. If authentication is enabled, a user would have to first be authorized before reaching the crash point.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Digium Asterisk All All All All

Application Digium Asterisk All All All All

Application Digium Asterisk All All All All

Application Digium Certified Asterisk 13.1.0 All All All

Application Digium Certified Asterisk 13.1.0 rc1 All All

Application Digium Certified Asterisk 13.1.0 rc2 All All

Application Digium Certified Asterisk 13.8 cert1 All All

Application Digium Certified Asterisk 13.1.0 All All All

Application Digium Certified Asterisk 13.1.0 rc1 All All

Application Digium Certified Asterisk 13.1.0 rc2 All All

Application Digium Certified Asterisk 13.8 cert1 All All

References

Reference Source

Asterisk PJSIP Channel Driver Contact Header Processing Error Lets Remote Users Cause the Target Service to Crash - SecurityTracker SECTRACK

[ASTERISK-27480] Security: Authenticated SUBSCRIBE without Contact crashes asterisk - Digium/Asterisk JIRA CONFIRM

AST-2017-014 CONFIRM
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Asterisk: Multiple vulnerabilities (GLSA 201811-11) — Gentoo security GENTOO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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