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Summary

CVE CVE-2017-17877

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-27 17:08:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered in Valve Steam Link build 643. When the SSH daemon is enabled for local development, the device is publicly available via IPv6 TCP port 22 over the internet (with stateless address autoconfiguration) by default, which makes it easier for remote attackers to obtain access by guessing 24 bits of the MAC address and attempting a root login. This can be exploited in conjunction with CVE-2017-17878.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Valvesoftware Steam Link - All All All

Hardware Valvesoftware Steam Link - All All All

Operating System Valvesoftware Steam Link Firmware All All All All

Operating System Valvesoftware Steam Link Firmware All All All All

References

Reference Source Link Tags

GitHub - ValveSoftware/steamlink-sdk: An SDK for creating native Steam Link applications MISC github.com Issue Tracking, Third Party Advisory

RFC 3514: Steam Link Security - Remotely Insecure SSH - Part #2 MISC blogger.davidmanouchehri.com Issue Tracking, Third Party Advisory

github.com/ValveSoftware/steamlink-sdk/issues/119 MISC github.com Issue Tracking, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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