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Summary

CVE CVE-2017-17878

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-27 17:08:00 UTC

Updated 2018-01-11 20:12:00 UTC

Description An issue was discovered in Valve Steam Link build 643. Root passwords longer than 8 characters are truncated because of the default use of DES (aka the CONFIG_FEATURE_DEFAULT_PASSWD_ALGO="des" setting).

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Valvesoftware Steam Link - All All All

Hardware Valvesoftware Steam Link - All All All

Operating System Valvesoftware Steam Link Firmware All All All All

Operating System Valvesoftware Steam Link Firmware All All All All

References

Reference Source Link Tags

RFC 3514: Steam Link Security - Truncated Password - Part #1 MISC blogger.davidmanouchehri.com Issue Tracking, Patch, Third Party Advisory

github.com/ValveSoftware/steamlink-sdk/issues/110 MISC github.com Issue Tracking, Patch, Third Party Advisory

github.com/ValveSoftware/steamlink-sdk/issues/101 MISC github.com Issue Tracking, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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