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Summary

CVE CVE-2017-17910

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-29 19:29:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description On Hoermann BiSecur devices before 2018, a vulnerability can be exploited by recording a single radio transmission. An attacker can intercept an arbitrary radio frame exchanged between a BiSecur transmitter and a receiver to obtain the encrypted packet and the 32-bit serial number. The interception of the one-time pairing process is specifically not required. Due to use of AES-128 with an initial static random value and static data vector (all of this static information is the same across different customers' installations), the attacker can easily derive the utilized encryption key and decrypt the intercepted packet. The key can be verified by decrypting the intercepted packet and checking for known plaintext. Subsequently, an attacker can create arbitrary radio frames with the correct encryption key to control BiSecur garage and entrance gate operators and possibly other BiSecur systems as well ("wireless cloning"). To conduct the attack, a low cost Software Defined Radio (SDR) is sufficient. This affects Hoermann Hand Transmitter HS5-868-BS, HSE1-868-BS, and HSE2-868-BS devices.

Risk And Classification

Primary CVSS: v3.0 6.5 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-330 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 6.5 MEDIUM CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

2.0 nvd@nist.gov Primary 3.3 AV:A/AC:L/Au:N/C:N/I:N/A:P

CVSS v3.0 Breakdown

Attack Vector

Adjacent

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

https://cve.report/
https://cve.report/CVE-2017-17910/mitre
https://cve.report/CVE-2017-17910/nist
https://cve.report/CVE-2017-17910/cve_org
https://cve.report/api/cve/CVE-2017-17910.json
https://cve.report/CVE-2017-17910.pdf


CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v2.0 Breakdown

AV:A/AC:L/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hoermann Hs5-868-bs - All All All

Operating System Hoermann Hs5-868-bs Firmware - All All All

Hardware Hoermann Hse1-868-bs - All All All

Operating System Hoermann Hse1-868-bs Firmware - All All All

Hardware Hoermann Hse2-868-bs - All All All

Operating System Hoermann Hse2-868-bs Firmware - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

docs.wixstatic.com/ugd/28ba71_6ecc3158975a484d827e935edda4fa17.pdf af854a3a-2127-422b-91ae-364da2661108 docs.wixstatic.com

Publications - Trustworks GmbH (Vienna, Austria) af854a3a-2127-422b-91ae-364da2661108 www.trustworks.at

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

High

Access Vector

Adjacent

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial

http://cve.report/vendor/hoermann
http://cve.report/software/hoermann/hs5-868-bs
http://cve.report/vendor/hoermann
http://cve.report/software/hoermann/hs5-868-bs_firmware
http://cve.report/vendor/hoermann
http://cve.report/software/hoermann/hse1-868-bs
http://cve.report/vendor/hoermann
http://cve.report/software/hoermann/hse1-868-bs_firmware
http://cve.report/vendor/hoermann
http://cve.report/software/hoermann/hse2-868-bs
http://cve.report/vendor/hoermann
http://cve.report/software/hoermann/hse2-868-bs_firmware
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://docs.wixstatic.com/ugd/28ba71_6ecc3158975a484d827e935edda4fa17.pdf
https://www.trustworks.at/publications
https://www.cve.org/CVERecord?id=CVE-2017-17910
https://nvd.nist.gov/vuln/detail/CVE-2017-17910


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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