
CVE-2017-17915
Published on: 12/26/2017 12:00:00 AM UTC

Last Modified on: 03/23/2021 11:26:26 PM UTC

CVE-2017-17915

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Debian Linux from Debian contain the following
vulnerability:

In GraphicsMagick 1.4 snapshot-20171217 Q8, there is a heap-based
buffer over-read in ReadMNGImage in coders/png.c, related to
accessing one byte before testing whether a limit has been reached.
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CVE References

Description Tags Link

Debian -- Security Information -- DSA-4321-1
graphicsmagick

Third Party Advisory

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-4321

CVE-2017-17915 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2017-17915/mitre
https://cve.report/CVE-2017-17915/nist
https://cve.report/CVE-2017-17915/cve_org
https://cve.report/CVE-2017-17915.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.debian.org/security/2018/dsa-4321


[SECURITY] [DLA 1231-1] graphicsmagick
security update

Mailing List

Third Party Advisory

lists.debian.org

text/html

 MLIST [debian-lts-announce] 20180108 [SECURITY] [DLA
1231-1] graphicsmagick security update

GraphicsMagick / Bugs / #535 heap-buffer-
overflow in ReadMNGImage

Issue Tracking

Vendor Advisory

sourceforge.net

text/html

 CONFIRM sourceforge.net/p/graphicsmagick/bugs/535/

GraphicsMagick: changeset
15313:1721f1b7e67a

Patch

Vendor Advisory

hg.graphicsmagick.org

text/html

 CONFIRM
hg.graphicsmagick.org/hg/GraphicsMagick/rev/1721f1b7e67a

USN-4266-1: GraphicsMagick vulnerabilities |
Ubuntu security notices

usn.ubuntu.com

text/html

 UBUNTU USN-4266-1

[SECURITY] [DLA 1401-1] graphicsmagick
security update

Mailing List

Third Party Advisory

lists.debian.org

text/html

 MLIST [debian-lts-announce] 20180627 [SECURITY] [DLA
1401-1] graphicsmagick security update

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Debian Debian Linux 7.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Debian Debian Linux 9.0 All All All

Operating
System

Debian Debian Linux 7.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Debian Debian Linux 9.0 All All All

Application Graphicsmagick Graphicsmagick 1.3.27 All All All

Application Graphicsmagick Graphicsmagick 1.3.27 All All All
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No vendor comments have been submitted for this CVE
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