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Summary

CVE CVE-2017-18026

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-10 09:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Redmine before 3.2.9, 3.3.x before 3.3.6, and 3.4.x before 3.4.4 does not block the --config and --debugger flags to the Mercurial hg program, which allows remote attackers to execute arbitrary commands (through the Mercurial adapter) via vectors involving a branch whose name begins with a --config= or --debugger= substring, a related issue to CVE-2017-17536.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Redmine Redmine All All All All

Application Redmine Redmine All All All All

References

Reference Source Link

mercurial: reject malicious command argument (#27516) · redmine/redmine@ca87bf7 · GitHub MISC github.com

mercurial: work around faulty parsing of early command options (#27516) · redmine/redmine@9d79740 · GitHub MISC github.com

Security Advisories - Redmine MISC www.redmine.org

Debian -- Security Information -- DSA-4191-1 redmine DEBIAN www.debian.org

Redmine MISC www.redmine.org

mercurial: separate command options and positional arguments with "--… · redmine/redmine@58ed865 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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