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Summary

CVE CVE-2017-18044

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-19 17:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A Command Injection issue was discovered in ContentStore/Base/CVDataPipe.dll in Commvault before v11 SP6. A certain message parsing function inside the Commvault service does not properly validate the input of an incoming string before passing it to CreateProcess. As a result, a specially crafted message can inject commands that will be executed on the target operating system. Exploitation of this vulnerability does not require authentication and can lead to SYSTEM level privilege on any system running the cvd daemon. This is a different vulnerability than CVE-2017-3195.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Commvault Commvault 11.0 sp1 All All

Application Commvault Commvault 11.0 sp2 All All

Application Commvault Commvault 11.0 sp3 All All

Application Commvault Commvault 11.0 sp4 All All

Application Commvault Commvault 11.0 sp5 All All

Application Commvault Commvault 11.0 sp1 All All

Application Commvault Commvault 11.0 sp2 All All

Application Commvault Commvault 11.0 sp3 All All

Application Commvault Commvault 11.0 sp4 All All

Application Commvault Commvault 11.0 sp5 All All

Application Commvault Commvault All All All All

References

Reference Source

CVE-2017-18044 – Securifera MISC

Update commvault_cmd_exec module documentation by wchen-r7 · Pull Request #9389 · rapid7/metasploit-framework · GitHub MISC

Commvault Remote Command Injection by rwincey · Pull Request #9340 · rapid7/metasploit-framework · GitHub MISC
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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