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Summary

CVE CVE-2017-18046

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-21 22:29:00 UTC

Updated 2018-04-08 01:29:00 UTC

Description Buffer overflow on Dasan GPON ONT WiFi Router H640X 12.02-01121 2.77p1-1124 and 3.03p2-1146 devices allows remote attackers to execute arbitrary code via a long POST request to the login_action function in /cgi-bin/login_action.cgi (aka cgipage.cgi).

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dasannetworks H640x - All All All

Hardware Dasannetworks H640x - All All All

Operating System Dasannetworks H640x Firmware 12.02-01121 All All All

Operating System Dasannetworks H640x Firmware 2.77p1-1124 All All All

Operating System Dasannetworks H640x Firmware 3.03p2-1146 All All All

Operating System Dasannetworks H640x Firmware 12.02-01121 All All All

Operating System Dasannetworks H640x Firmware 2.77p1-1124 All All All

Operating System Dasannetworks H640x Firmware 3.03p2-1146 All All All

References

Reference

Ankit Anubhav na Twitterze: "Nexus Zeta has made the usage of #Dasan #IoT exploit CVE-2017-18046 very convenient for others. While Securi POC used to do a netcat, Nexus's code downloads and runs the payload, acting as malware loader. 

401 Authorization Required

[Python] dasan router loader - Pastebin.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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