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crypto/pcrypt.c in the Linux kernel before 4.14.13 mishandles freeing instances, allowing a local user able to access the AF.

Risk And Classification
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Problem Types: CWE-763

NVD Known Affected Configurations (CPE 2.3)

Language
All
All
All

All

Tags

Type Vendor Product Version Update Edition
Operating System Canonical Ubuntu Linux 14.04 All All
Operating System Canonical Ubuntu Linux 16.04 All All
Operating System Linux Linux Kernel All All All
Operating System Linux Linux Kernel All All All
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USN-3619-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org
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USN-3619-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices UBUNTU
Linux Kernel 'crypto/pcrypt.c' Local Denial of Service Vulnerability BID
www.kernel.org/pub/linux/kernel/v4.x/ChangelLog-4.14.13 CONFIRM

crypto: pcrypt - fix freeing pcrypt instances - torvalds/linux@d76c681 - GitHub CONFIRM
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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