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assauavrerrrLunsuchiad  Gertain versions of Debian Linux from Debian contain the foIIowing
’ vulnerability:

systemd-tmpfiles in systemd before 237 attempts to support
ownership/permission changes on hardlinked files even if the
fs.protected_hardlinks sysctl is turned off, which allows local users to
bypass intended access restrictions via vectors involving a hard link to
a file for which the user lacks write access, as demonstrated by
changing the ownership of the /etc/passwd file.

CVE-2017-18078 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.8-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [4EEMEDIUM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

tmpfiles: unsafe handling of hard links and a [ Exploit | ) MISC github.com/systemd/systemd/issues/7736
race condition - Issue #7736 -


https://cve.report/
https://cve.report/CVE-2017-18078/mitre
https://cve.report/CVE-2017-18078/nist
https://cve.report/CVE-2017-18078/cve_org
https://cve.report/CVE-2017-18078.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/systemd/systemd/issues/7736

systemd/systemd - GitHub

[SECURITY] [DLA 1762-1] systemd security
update

Pony Mail!

oss-security - Re: CVE-2017-18078: systemd-
tmpfiles root privilege escalation with
fs.protected_hardlinks=0

openSUSE-SU-2018:0560-1: moderate:
Security update for systemd

oss-security - CVE-2018-18078: systemd-
tmpfiles root privilege escalation with
fs.protected_hardlinks=0

systemd Local Privilege Escalation = Packet
Storm

Pony Mail!

systemd (systemd-tmpfiles) < 236 -
'fs.protected_hardlinks=0" Local Privilege
Escalation - Linux local Exploit

text/html

Mailing List

Third Party Advisory
lists.debian.org
text/html

lists.apache.org
text/html

Mailing List

Third Party Advisory
www.openwall.com
text/html

Mailing List

Third Party Advisory
lists.opensuse.org
text/html

Mailing List

Third Party Advisory
www.openwall.com
text/html

Third Party Advisory

packetstormsecurity.com
text/html

lists.apache.org
text/html

Third Party Advisory
VDB Entry
www.exploit-db.com
Proof of Concept
text/html
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(@ MLIST [debian-lts-announce] 20190424 [SECURITY] [DLA
1762-1] systemd security update

/ MLIST [bookkeeper-issues] 20210629 [GitHub] [bookkeeper]
padma81 opened a new issue #2746: Security Vulnerabilities in
CentOS 7 image, Upgrade image to CentOS 8

¢ > MLIST [oss-security] 20180129 Re: CVE-2017-18078:
systemd-tmpfiles root privilege

) SUSE openSUSE-SU-2018:0560

¢ > MLIST [oss-security] 20180129 CVE-2018-18078: systemd-
tmpfiles root privilege escalation with fs.protected_hardlinks=0

@ MISC packetstormsecurity.com/files/146184/systemd-Local-
Privilege-Escalation.html

/ MLIST [bookkeeper-issues] 20210628 [GitHub] [bookkeeper]
padma81 opened a new issue #2746: Security Vulnerabilities in
CentOS 7 image, Upgrade image to CentOS 8

% EXPLOIT-DB 43935

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3

Type Vendor
Operating Debian
System

Operating Debian
System

Application Freedesktop

~

Product

Debian Linux

Debian Linux

Systemd

Version Update Edition Language
8.0 All All All
8.0 All All All
All All All All


https://lists.debian.org/debian-lts-announce/2019/04/msg00022.html
https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b@%253Cissues.bookkeeper.apache.org%253E
https://www.openwall.com/lists/oss-security/2018/01/29/4
http://lists.opensuse.org/opensuse-updates/2018-02/msg00109.html
http://www.openwall.com/lists/oss-security/2018/01/29/3
http://packetstormsecurity.com/files/146184/systemd-Local-Privilege-Escalation.html
https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131c2795223f61cb8c6a450893651e4@%253Cissues.bookkeeper.apache.org%253E
https://www.exploit-db.com/exploits/43935/
mailto:%20comment@cve.report
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/freedesktop
http://cve.report/software/freedesktop/systemd

Application Freedesktop Systemd All All All All

Operating Opensuse Leap 42.3 All All All
System
Operating Opensuse Leap 42.3 All All All
System
Application Systemd Project Systemd All All All All

cpe:2.3:0:debian:debian_linux:8.0:*:*:**:*:*:*:

cpe:2.3:0:debian:debian_linux:8.0:*:*:*:*:*:*:*:

LRk kR kR kK,

cpe:2.3:a:freedesktop:systemd:*:*:*:**:**:*:

cpe:2.3:0:0pensuse:leap:42.3:****

Sk ok akakakakak.

cpe:2.3:0:0pensuse:leap:42.3:

No vendor comments have been submitted for this CVE
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