
CVE-2017-18105
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2017-18105

State PUBLIC

Assigner security@atlassian.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-29 14:29:00 UTC

Updated 2019-04-01 14:15:00 UTC

Description The console login resource in Atlassian Crowd before version 3.0.2 and from version 3.1.0 before version 3.1.1 allows remote attackers, who have previously obtained a user's JSESSIONID cookie, to gain access to some of the built-in and potentially third party rest resources via a session fixation vulnerability.

Risk And Classification

Problem Types: CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atlassian Crowd All All All All

Application Atlassian Crowd All All All All

References

Reference

[CWD-5072] The console login did not rotate the session id during login - CVE-2017-18105 - Create and track feature requests for Atlassian products.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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