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CVE CVE-2017-18123
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-02-03 15:29:00 UTC
Updated 2018-07-07 01:29:00 UTC
Description The call parameter of /lib/exe/ajax.php in DokuWiki through 2017-02-19e does not properly encode user input, which leads

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Application Dokuwiki Dokuwiki All All All All

References |
Reference Source Link Tags
CVE-2018-0004 - CVE.report MISC vulnhive.com Exploit, Isst
HackerOne MISC hackerone.com Permission
Update html.php by igittigitt - Pull Request #2019 - splitbrain/dokuwiki - GitHub MISC github.com Issue Track
[SECURITY] [DLA 1269-1] dokuwiki security update MLIST lists.debian.org  Issue Track
[SECURITY] [DLA 1413-1] dokuwiki security update MLIST lists.debian.org
filter special chars from ajax call parameter. fixes #2019 - splitbrain/dokuwiki@238b8e8 - GitHub ~ MISC github.com Patch
reflected file download vulnerability - Issue #2029 - splitbrain/dokuwiki - GitHub MISC github.com Exploit, Iss!
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ¢

/

No vendor comments have been submitted for this CVE.



https://cve.report/
https://cve.report/CVE-2017-18123/mitre
https://cve.report/CVE-2017-18123/nist
https://cve.report/CVE-2017-18123/cve_org
https://cve.report/CVE-2017-18123.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/dokuwiki
http://cve.report/software/dokuwiki/dokuwiki
https://vulnhive.com/2018/000004
https://hackerone.com/reports/238316
https://github.com/splitbrain/dokuwiki/pull/2019
https://lists.debian.org/debian-lts-announce/2018/02/msg00004.html
https://lists.debian.org/debian-lts-announce/2018/07/msg00004.html
https://github.com/splitbrain/dokuwiki/commit/238b8e878ad48f370903465192b57c2072f65d86
https://github.com/splitbrain/dokuwiki/issues/2029
https://www.cve.org/CVERecord?id=CVE-2017-18123
https://nvd.nist.gov/vuln/detail/CVE-2017-18123

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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