=

CVE-201/-1818

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2017-18187
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-14 17:29:00 UTC
Updated 2020-02-10 16:15:00 UTC
Description In ARM mbed TLS before 2.7.0, there is a bounds-check bypass through an integer overflow in PSK identity parsing in the :
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Arm Mbed Tls All All All All
Application Arm Mbed Tls All All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
References |
Reference Source Link
mbed TLS: Multiple vulnerabilites (GLSA 201804-19) — Gentoo Security GENTOO  security.gentor

Prevent bounds check bypass through overflow in PSK identity parsing - ARMmbed/mbedtls@83c9f49 - GitHub CONFIRM  github.com

Debian -- Security Information -- DSA-4147-1 polarssl DEBIAN www.debian.o
mbedtls/Changelog at master - ARMmbed/mbedtls - GitHub CONFIRM  github.com

Debian -- Security Information -- DSA-4138-1 mbeditls DEBIAN www.debian.o
USN-4267-1: ARM mbed TLS vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.co
ARM mbed TLS CVE-2017-18187 Integer Overflow Vulnerability BID www.securityfc
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500401 Alpine Linux Security Update for mbedtls
504160 Alpine Linux Security Update for mbedtls

710216 Gentoo Linux mbed Transport Layer Security Multiple vulnerabilites Vulnerability (GLSA 201804-19)
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