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Summary

CVE CVE-2017-18195

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-26 17:29:00 UTC

Updated 2021-11-01 14:43:00 UTC

Description An issue was discovered in tools/conversations/view_ajax.php in Concrete5 before 8.3.0. An unauthenticated user can enumerate comments from all blog posts by POSTing requests to /index.php/tools/required/conversations/view_ajax with incremental 'cnvID' integers.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Concrete5 Concrete5 All All All All

Application Concretecms Concrete Cms All All All All

References

Reference Source Link Tags

Tighten up conversations view by KorvinSzanto · Pull Request #6008 · concrete5/concrete5 · GitHub MISC github.com Patch, Third Party Advisory

Concrete5 CMS < 8.3.0 - Username / Comments Enumeration - PHP webapps Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

nse/http-vuln-cve2017-18195.nse at master · r3naissance/nse · GitHub MISC github.com Exploit, Third Party Advisory

Release 8.3.0 · concrete5/concrete5 · GitHub MISC github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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