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Summary

CVE CVE-2017-18197

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-24 02:29:00 UTC

Updated 2018-03-12 15:56:00 UTC

Description In mxGraphViewImageReader.java in mxGraph before 3.7.6, the SAXParserFactory instance in convert() is missing flags to prevent XML External Entity (XXE) attacks, as demonstrated by /ServerView.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jgraph Mxgraph All All All All

References

Reference Source Link Tags

[SECURITY] [DLA 1299-1] libjgraphx-java security update MLIST lists.debian.org Third Party Advisory

github.com/jgraph/mxgraph/issues/124 CONFIRM github.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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995649 NodeJs (Npm) Security Update for mxgraph (GHSA-wvpv-8524-wg6x)
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