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CVE CVE-2017-18214
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-03-04 21:29:00 UTC
Updated 2022-02-14 18:03:00 UTC
Description The moment module before 2.19.3 for Node.js is prone to a regular expression denial of service via a crafted date string, a

1|

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Momentjs Moment All All All All
Application Tenable Nessus All All All All

References

Reference Source
Overview CONFIRM
Vulnerable Regular Expression - Issue #4163 - moment/moment - GitHub CONFIRM

[R1] Nessus 8.3.0 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable® CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/]

Link Tags
nodesecurity.io Third Party Adv
github.com Issue Tracking,
www.tenable.com  Patch, Third Pe
WWWw.cve.org canonical

nvd.nist.gov canonical, anal

J i)

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

241153 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0554)

241154 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0552)


https://cve.report/
https://cve.report/CVE-2017-18214/mitre
https://cve.report/CVE-2017-18214/nist
https://cve.report/CVE-2017-18214/cve_org
https://cve.report/CVE-2017-18214.pdf
http://cve.report/vendor/momentjs
http://cve.report/software/momentjs/moment
http://cve.report/vendor/tenable
http://cve.report/software/tenable/nessus
https://nodesecurity.io/advisories/532
https://github.com/moment/moment/issues/4163
https://www.tenable.com/security/tns-2019-02
https://www.cve.org/CVERecord?id=CVE-2017-18214
https://nvd.nist.gov/vuln/detail/CVE-2017-18214
http://cve.report/qid/241153
http://cve.report/qid/241154

241155 Ked Hat Update for JBOSS Enterprise Application Flattorm /.4.9 (RHSA-2U23:0553)

375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)

590764 Mitsubishi Electric EcoWebServerlll Multiple Vulnerabilities (ICSA-22-055-02)

590808 Mitsubishi Electric EcoWebServerlll Multiple Vulnerabilities (ICSA-22-055-02)

730435 Update TITLE manually (JRASERVER-73244)

730444 Atlassian Jira Server and Data Center Regular Expression Denial of Service (ReDoS) Vulnerability (JRASERVER-73244)

981332 Nodejs (npm) Security Update for moment (GHSA-446m-mv8f-q348)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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