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CVE CVE-2017-18232
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-03-15 04:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description The Serial Attached SCSI (SAS) implementation in the Linux kernel through 4.15.9 mishandles a mutex within libsas, which

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Operating System Linux Linux Kernel All All

All

Language

All

References

Reference Source
scsi: libsas: direct call probe and destruct - torvalds/linux@0558f33 - GitHub MISC
Red Hat Customer Portal REDHAT
Debian -- Security Information -- DSA-4187-1 linux DEBIAN

USN-4163-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices UBUNTU

USN-4163-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU
kernel/git/torvalds/linux.git - Linux kernel source tree MISC
Linux Kernel CVE-2017-18232 Local Denial of Service Vulnerability BID

Red Hat Customer Portal REDHAT
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Link

github.com
access.redhat.com
www.debian.org
usn.ubuntu.com
usn.ubuntu.com
git.kernel.org
www.securityfocus.com
access.redhat.com
WWW.Cve.org

nvd.nist.gov

Tags

Patch, Third Party /

Patch, Vendor Advi:

Third Party Advison

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2017-18232/mitre
https://cve.report/CVE-2017-18232/nist
https://cve.report/CVE-2017-18232/cve_org
https://cve.report/api/cve/CVE-2017-18232.json
https://cve.report/CVE-2017-18232.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://github.com/torvalds/linux/commit/0558f33c06bb910e2879e355192227a8e8f0219d
https://access.redhat.com/errata/RHSA-2018:3083
https://www.debian.org/security/2018/dsa-4187
https://usn.ubuntu.com/4163-2/
https://usn.ubuntu.com/4163-1/
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=0558f33c06bb910e2879e355192227a8e8f0219d
http://www.securityfocus.com/bid/103423
https://access.redhat.com/errata/RHSA-2018:3096
https://www.cve.org/CVERecord?id=CVE-2017-18232
https://nvd.nist.gov/vuln/detail/CVE-2017-18232

There are currently no legacy QID mappings associated with this CVE.
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