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Summary

CVE CVE-2017-18248

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-26 17:29:00 UTC

Updated 2018-07-13 01:29:00 UTC

Description The add_job function in scheduler/ipp.c in CUPS before 2.2.6, when D-Bus support is enabled, can be crashed by remote attackers by sending print jobs with an invalid username, related to a D-Bus notification.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Cups All All All All

Application Apple Cups All All All All

References

Reference Source Link

Remote DoS attack against cupsd via invalid username and malicious D-Bus library · Issue #5143 · apple/cups · GitHub CONFIRM github.com

[SECURITY] [DLA 1387-1] cups security update MLIST lists.debian.org

security.cucumberlinux.com/security/details.php MISC security.cucumberlinux.com

USN-3713-1: CUPS vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

DBUS notifications could crash the scheduler (Issue #5143) · apple/cups@49fa498 · GitHub CONFIRM github.com

[SECURITY] [DLA 1412-1] cups security update MLIST lists.debian.org

Release v2.2.6 · apple/cups · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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