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Summary

CVE CVE-2017-18262

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-30 13:29:00 UTC

Updated 2018-06-12 18:15:00 UTC

Description Blackboard Learn (Since at least 17th of October 2017) has allowed Unvalidated Redirects on any signed-in user through its endpoints for handling Shibboleth logins, as demonstrated by a webapps/bb-auth-provider-shibboleth-BBLEARN/execute/shibbolethLogin?returnUrl= URI.

Risk And Classification

Problem Types: CWE-20 | CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Blackboard Blackboard Learn 9.1 q2_2016 All All

Application Blackboard Blackboard Learn 9.1 q2_2017 All All

Application Blackboard Blackboard Learn 9.1 q4_2015 All All

Application Blackboard Blackboard Learn 9.1 q4_2016 All All

Application Blackboard Blackboard Learn 9.1 q4_2017 All All

Application Blackboard Blackboard Learn 9.1 q2_2016 All All

Application Blackboard Blackboard Learn 9.1 q2_2017 All All

Application Blackboard Blackboard Learn 9.1 q4_2015 All All

Application Blackboard Blackboard Learn 9.1 q4_2016 All All

Application Blackboard Blackboard Learn 9.1 q4_2017 All All

Application Blackboard Blackboard Learn All All All All
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Full Disclosure: Unvalidated Redirect in Shibboleth component of Blackboard Learn
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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