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CVE-2017-18298

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assaonvurerrLunsuchiad  Gertain versions of Mdm9206 from Qualcomm contain the foIIowing
: vulnerability:

Lack of Input Validation in SDMX API can lead to NULL pointer access
in Snapdragon Automobile, Snapdragon Mobile and Snapdragon Wear
in versions MDM9206, MDM9607, MDM9650, MSM8996AU, SD
210/SD 212/SD 205, SD 410/12, SD 425, SD 430, SD 450, SD
615/16/SD 415, SD 617, SD 625, SD 650/52, SD 810, SD 820, SD
820A, SD 835, SD 845, SD 850, SDA660 .

AV

CVE-2017-18298 has been assigned by () product-security@qualcomm.com to track the vulnerability - currently rated as m
severity.

Affected Vendor/Software: ( Qualcomm, Inc. - Snapdragon Automobile, Snapdragon Mobile, Snapdragon Wear version
MDM9206, MDM9607, MDM9650, MSM8996AU, SD 210/SD 212/SD 205, SD 410/12, SD 425, SD 430, SD 450, SD 615/16/SD 415, SD
617, SD 625, SD 650/52, SD 810, SD 820, SD 820A, SD 835, SD 845, SD 850, SDA660

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

|
)


https://cve.report/
https://cve.report/CVE-2017-18298/mitre
https://cve.report/CVE-2017-18298/nist
https://cve.report/CVE-2017-18298/cve_org
https://cve.report/CVE-2017-18298.pdf
http://cve.report/software/qualcomm/mdm9206
http://cve.report/vendor/qualcomm
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

_

Description

Project

Bulletins | Qualcomm

comment@cve.report.

Android Security Bulletin—August 2018 | Android Open Source

Google Android Multiple Flaws Let Remote Users Execute Arbitrary
Code and Let Applications Gain Elevated Privileges and Obtain
Potentially Sensitive Information - Security Tracker

Tags

Third Party Advisory
text/html

Vendor Advisory
text/html

Link

= CONFIRM
source.android.com/security/bulletin/2018-
08-01#qualcomm-closed-source-

components

() SECTRACK 1041432

@ CONFIRM
www.qualcomm.com/company/product-
security/bulletins

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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e_ekakukakkukok.

cpe:2.3:0:qualcomm:sd_205_firmware:-:*:*:*:":*:*:*:

a_akak kKK LKLk,

cpe:2.3:h:qualcomm:sd_210:-:*: "

a_ekuk kLK kLK LK,

cpe:2.3:h:qualcomm:sd_210:-:*: "

e_ekukukokkukok.

cpe:2.3:0:qualcomm:sd_210_firmware:-:*:*:*:**:*:*:

e_ekakuk ok kuk ok,

cpe:2.3:0:qualcomm:sd_210_firmware:-:*:*:*:**:*:*:

a_ekuk kKK kLK,

cpe:2.3:h:qualcomm:sd_212:-:*** "

e_ekakuk ok kLR k.

cpe:2.3:0:qualcomm:sd_212_firmware:-:*:*:*:**:*:*:

e_ekakuk ok akuk k.

cpe:2.3:0:qualcomm:sd_212_firmware:-:*:*:*:**:*:*:

a_akuk kKoK oKLk,

cpe:2.3:h:qualcomm:sd_410:-:**

e_ekakukakakuk k.

cpe:2.3:0:qualcomm:sd_410_firmware:-*:*:**:*:*::

e_ekakak kR kR,

cpe:2.3:0:qualcomm:sd_410_firmware:-*:*:**:*:*::

a_akuk kKoK kLK,

cpe:2.3:h:qualcomm:sd_412:-**

e_akuk koK kKK,

cpe:2.3:h:qualcomm:sd_412:-**

e ekakuk kR kR,

cpe:2.3:0:qualcomm:sd_412_firmware:-:*:*:**:*:*:*:

e ekakuk kR Rk,

cpe:2.3:0:qualcomm:sd_412_firmware:-:*:*:*:*:*:*:*:

e_akak koK kKK,

cpe:2.3:h:qualcomm:sd_415:-** %

e_akuk ok kKKK,

cpe:2.3:h:qualcomm:sd_415:-** %"

e ekakak ok akak ok,

cpe:2.3:0:qualcomm:sd_415_firmware:-:*:*:*:*:*:*:*:



e_ekakuk ok kukok.

cpe:2.3:0:qualcomm:sd_430_firmware:-:*: """

e_ekakukokkakok.

cpe:2.3:0:qualcomm:sd_430_firmware:-:*:*:*:":*:*:*:

a_ekakok Lk KLk LK,

cpe:2.3:h:qualcomm:sd_450:-:*:* """

e_ekakukokkukok.

cpe:2.3:0:qualcomm:sd_450_firmware:-:*:*:*:*:*:*:*:

e_ekakuk kR kR,

cpe:2.3:0:qualcomm:sd_615_firmware:-:*:*:*:*:*:*:*:

e_ekakuk ok kLR k.

cpe:2.3:0:qualcomm:sd_615_firmware:-:*:*:*:**:*:*:

a_akuk kKoK kLK,

cpe:2.3:h:qualcomm:sd_616:-:*:***:**:*:

a_akuk kKoK oKLk,

cpe:2.3:h:qualcomm:sd_616:-*:*:**:**:*:

e_ekakuak kR kR,

cpe:2.3:0:qualcomm:sd_616_firmware:-:*:*:*:**:*:*:

e_ekakk kR kR,

cpe:2.3:0:qualcomm:sd_616_firmware:-:*:*:*:*:*:*:*:

a_akuk kKoK kLK,

cpe:2.3:h:qualcomm:sd_617:-:*:** "

a_akuk kKoK oKk,

cpe:2.3:h:qualcomm:sd_617:-** "

e_ekakak kR Rk,

cpe:2.3:0:qualcomm:sd_617_firmware:-*:*:**:*:*:*:

a_akuk koK ok oKk,

cpe:2.3:h:qualcomm:sd_625:-:*:*****:*:

e_ekuk koK kKK,

cpe:2.3:h:qualcomm:sd_625:-:*:***:**:*:

e ekakak ok akak ok,

cpe:2.3:0:qualcomm:sd_625_firmware:-:*:*:*:*:*:*:*:

e ekakak ok akakok.

cpe:2.3:0:qualcomm:sd_625_firmware:-:*:*:*:*:*:*:*:



e_ekukuk ok kukok,

cpe:2.3:0:qualcomm:sd_810_firmware:-:*:*:*:*:*:*:*:

e_ekukuk ok kukok.

cpe:2.3:0:qualcomm:sd_810_firmware:-:*:*:*:*:*:*:*:

a_akak kKKK Lk,

cpe:2.3:h:qualcomm:sd_820:-:*:*:*:*:*:*:*:

e_ekakukak Rk ok,

cpe:2.3:h:qualcomm:sd_820a:-:*:*:*:*:**:*:

e_ekakuk ok kLR k.

cpe:2.3:h:qualcomm:sd_820a:-:*:*:*:*:**:*:

a_akuk kKK oKLk,

cpe:2.3:0:qualcomm:sd_820a_firmware:-:*:*:***:*:*:

a_akuk kKK oKLk,

cpe:2.3:0:qualcomm:sd_820a_firmware:-:*:*:**:*:*:*:

e_ekakuak ok akak k.

cpe:2.3:0:qualcomm:sd_820_firmware:-:*:*:*:**:*:*:

a_akuk koK ok oKLk,

cpe:2.3:h:qualcomm:sd_835:-:*:***:**:*:

e kK ok ok ok oKLk,

cpe:2.3:h:qualcomm:sd_835:-:*:***:**:*:

e_akakak kR ak ok,

cpe:2.3:0:qualcomm:sd_835_firmware:-:*:*:**:*:*:*:

e_ekakuak kR kR,

cpe:2.3:0:qualcomm:sd_835_firmware:-:*:*:**:*:*:*:

e_akuk koK kKK,

cpe:2.3:h:qualcomm:sd_845:-:*:***:**:*:

e ekakak kR Rk,

cpe:2.3:0:qualcomm:sd_845_firmware:-:*:*:*:*:*:*:*:

e ekakak ok akak ok,

cpe:2.3:0:qualcomm:sd_845_firmware:-:*:*:*:*:*:*:*:

e_ekuk kKoK kK,

cpe:2.3:h:qualcomm:sd_850:-:*:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE
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