CVE-201/7-18319

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2017-18319
State PUBLIC
Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-03 15:29:00 UTC
Updated 2019-01-10 18:54:00 UTC
Description Information leak in UIM API debug messages in snapdragon mobile and snapdragon wear in versions MDM9206, MDM960
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Risk And Classification

Problem Types: CWE-320

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm Mdm9206 - All All All
Hardware Qualcomm Mdm9206 - All All All
Operating System Qualcomm Mdm9206 Firmware - All All All
Operating System Qualcomm Mdm9206 Firmware - All All All
Hardware Qualcomm Mdm9607 - All All All
Hardware Qualcomm Mdm9607 - All All All
Operating System Qualcomm Mdm9607 Firmware - All All All
Operating System Qualcomm Mdm9607 Firmware - All All All
Hardware Qualcomm Mdm9615 - All All All
Hardware Qualcomm Mdm9615 - All All All
Operating System Qualcomm Mdm9615 Firmware - All All All
Operating System Qualcomm Mdm9615 Firmware - All All All
Hardware Qualcomm Mdm9625 - All All All
Hardware Qualcomm Mdm9625 - All All All
Operating System Qualcomm Mdm9625 Firmware - All All All
Operating System Qualcomm Mdm9625 Firmware - All All All
Hardware Qualcomm Mdm9635m - All All All
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Operating System Qualcomm Sd 616 Firmware - All All All
Hardware Qualcomm Sd 625 - All All All
Hardware Qualcomm Sd 625 - All All All
Operating System Qualcomm Sd 625 Firmware - All All All
Operating System Qualcomm Sd 625 Firmware - All All All
Hardware Qualcomm Sd 650 - All All All
Hardware Qualcomm Sd 650 - All All All
Operating System Qualcomm Sd 650 Firmware - All All All
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Hardware Qualcomm Sd 800 - All All All
Operating System Qualcomm Sd 800 Firmware - All All All
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Hardware Qualcomm Sd 810 - All All All
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Operating System Qualcomm Sd 810 Firmware - All All All
Operating System Qualcomm Sd 810 Firmware - All All All
Hardware Qualcomm Sd 820 - All All All
Hardware Qualcomm Sd 820 - All All All
Operating System Qualcomm Sd 820 Firmware - All All All
Operating System Qualcomm Sd 820 Firmware - All All All
Hardware Qualcomm Sd 835 - All All All
Hardware Qualcomm Sd 835 - All All All
Operating System Qualcomm Sd 835 Firmware - All All All
Operating System Qualcomm Sd 835 Firmware - All All All
Hardware Qualcomm Snapdragon High Med 2016 - All All All
Hardware Qualcomm Snapdragon High Med 2016 - All All All
Operating System Qualcomm Snapdragon High Med 2016 Firmware - All All All
Operating System Qualcomm Snapdragon High Med 2016 Firmware - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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